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Executive Summary
A training manual on CBRNE threats can have various contents and formats, depending on the target group it
addresses and the framework within which it will be used. It can be an exhaustive text that will deal with
CBRNE management events in a detailed way, it can be a focused document on one of the aspects of CBRNE
threats –for example, the existing legislative framework- or it can be a document that describes the minimum
training requirements for personnel dealing with CBRNE risks. In each of the prementioned cases, variations
exist as CBRNE events are complex by their nature and engage various entities with big differences in working
culture, background, habits, skills, and responsibilities. Law Enforcement Agencies (LEAs) act differently than
the fire brigade, the health units, and the civil protection teams. Moreover, each CBRNE case (or scenario if it
is not a real event) is unique –despite the general categorization that is often used- and the location nature,
scale and conditions of the event call for a variety of responses and engagement of multiple heterogeneous
authorities. With different cultures, which complicates things. The complexity can be further understood by
the variety of documents concerning CBRNE threats worldwide that depend, based on the organization
delivering it, the scope, and many other factors.
In QROC, Law Enforcement Agencies are the target group of the project and especially staff that have position
in Police National Operational Centers. Their background and training record underline for need for basic
training on CBRNE events management, thorough testing of their capabilities acquired within QROC project
and then further learning /training and testing activities. Even the obligatory cross border cooperation
dimension –which past terrorism attacks (i.e., in France, Belgium) showed to be 1st priority- is introduced
smoothly within the QROC scenarios, as it is a field where further research/work must be done in the following
years. Scenarios in QROC are straight –some “surprises” will follow when testing them in table top exercisesto introduce concepts such as coordinated communication, interagency and cross border in LEAs personnel.
CBRNE events can radically improve / alter the working culture of all engaged entities and be the catalyst for
more efficient and effective management, since they demand accurate, time and space specific, precise
actions, close coordination with many authorities. Proposed training manual was not entirely based on
identified QROC OC trainee profile and needs but it was formulated after discussions with project partners
and their broader experiences.
In the approved application form, there is no description of CBRNE training manual since needs and solutions
vary a lot in themes, complexity, aiming. Therefore, in the present training manual we present the variety of
activities that take place in a CBRNE event (especially of major scale and complexity), the range of topics
related to CBRNE events management, the minimum training requirements for staff in operating centers, the
need for coordinated communication and cooperation, and the challenge of cross border cooperation and
training. An objection could be raised for presenting issues that are not LEAs staff responsibility, however, for
the staff joining operational centers (no matter if those are of their organization or mixed, national or regional
levels) QROC considers it important that staff to be able to have a common understanding of the event (s) to
share a common operational picture and act effectively increasing the trust citizens and communities show to
LEAs, helping create a safety culture in the society. The table top exercises to be organized within the QROC
framework will prove our approach wrong or right and if necessary, improvements will be made. The training
manual is complementary to the QROC training platform –that includes a variety of material and learning
courses-and certain interaction is expected to improve the whole training/ learning QROC approach.
At this point, we would like to mention that our effort aims to make clear the challenges that LEAs must tackle
in the near future to be fully capable fulfilling the role they have in CBRNE events, especially those of large
scale, complexity and with cross border dimension. The gap existing now between the responsibilities and the
capabilities they have is obvious –and QROC implementation so far confirms that assumption-, therefore some
recommendations are given, including the organization, conduction and evaluation of exercises –especially
table top ones- that are the primary mean to close that gap. COVID19 impact is also considered.
Grant Agreement: 861716
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CBRN events are a major concern and priority of EU, Union Civil Protection Mechanism and rescEU initiative.
Considering the EU CBRNE centers of excellence network, QROC outcomes can contribute a lot in this
direction, especially if provide useful insights for LEAs optimum engagement in complex CBRNE events,
underline the cross-border dimension and the necessity for joint training drafting realistic scenarios. QROC
contacted CBRNE centers of excellence network to propose interaction of activities and mutual learning,
however such interaction is not yet mature as it proved from networks negative answer.
In QROC training manual on CBRNE Threats, initially we present the basic objectives of the European Union
Action Plan to enhance preparedness against chemical, biological, radiological, and nuclear security risks.
Disaster Management presentation follows, as well as a chapter for Decision Support Systems, the heart
of Operational Centers as the ones represented in QROC project. The analysis refers mainly to operational
centers where all key plyers are represented, which are the most likely to coordinate operations in case
of a complex CBRNE event, however the analysis stands also for LEAs; Operational Centers.
The manual continues with the Key recommendations of United Nations Counter Terrorism Office to
ensure effective, interagency, interoperability and Coordinated Communication in case of CBRNE events/
attacks, to underline the need for joint training between key players of CBRNE events management. Most
part of the manual has been written to serve the interagency cooperation culture. However, as in QROC
project, LEAs are the end users and their Operational Centers the main beneficiaries of training activities,
we present in a separate extended chapter the role of Police in the various phases of a CBRNE event. We
do acknowledge that many models exist among European Countries on the exact role of LEAs in case of
a major CBRNE event. However, we decided that the model of Great Britain is the most suitable to make
LEAs staff Europe wide understand the necessity of interagency cooperation model, while at the same
time clearly describes the increased responsibilities of LEAs staff in all phases of the event.
Then, cross border cooperation issues are being examined, including a small part with NATO’s
conclusions for effective civil-military cooperation in case of a major CBRNE event. Indeed, the last years
we notice in cases of terrorism the establishment of such cooperation, however QROC perspective is that
of EU that CBRNE event management is a civil protection responsibility.
Next, we present the proposed use of training manual (s) in parallel with online training platforms, such
as the QROC one, and the learning/ training process that must be followed. Even though in QROC we
planned to conduct three table top exercises, we give guidance on organizing field exercises, their
principles and evaluation hints towards a lesson learnt integrated training process to upscale LEAs’ staff
capabilities. Educated and well-trained experienced staff, together with exploitation of novel
technologies can give EU countries an advancement in the war against CBRNE events/ attacks.
Finally, extended conclusions are being presented serving that holistic CBRNE management approach this
manual serves. Conclusions can be identified also within the training manual at several points as each
chapter has many interesting points for LEAs.
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Introduction
The EU is currently facing a range of terrorist threats and attacks of a violent nature, from both networked
groups and lone actors. Both terrorist groups and radicalised individuals have sought to carry out masscasualty attacks in the EU with the aim of maximising both the number of victims and the psychological and
economic impact on society.
Terrorist organisations have not used chemical, biological, radiological, nuclear ("CBRN") agents in Europe but
explosives (CBRNE). Still, there are credible indications suggesting that terrorist groups might have the
intention of acquiring CBRN materials or weapons and are developing the knowledge and capacity to use
them.
This should be seen against the backdrop of technological developments which might be exploited by terrorists
for malicious purposes such unmanned aerial systems (UAS), either for surveillance and command or for
carrying out attacks with explosives.
This underlines the need for the European Union to enhance its resilience and step up its preparedness to deal
with the CBRNE threat in the coming years. This evolving threat requires taking a look at vulnerabilities and
our defences against possible terrorist attacks involving CBRNE material. CBRN threats so far are considered
as low probability but with high impact risks. Even at a small scale, a CBRNE attack may have a considerable
impact on the societies and economies against which they are used, resulting in significant and lasting
disruption, widespread fear, and uncertainty. Both the human and financial costs associated with attacks,
involving for instance a radioactive dispersal device (also known as dirty bomb)7 or an anthrax attack using
unmanned aerial systems, could be extremely high.
Reinforcing resilience against CBRNE threats in terms of prevention, preparedness, and response, requires
significant investments on the part of Member States. It therefore calls for closer cooperation at EU level with
a view to learning from each other, pooling expertise and assets and exploiting synergies across borders. The
Comprehensive Assessment of EU Security Policy points to the need for increased cooperation at the EU level,
based on better understanding of the CBRNE threat and pooling of resources with a view to achieve better
preparedness for possible CBRNE attacks.
Europe needs to pool resources and expertise to develop innovative, sustainable, and effective solutions.
Cooperation efforts across the EU along the lines set out an Action Plan (2015) that can result in significant
security gains and lead to tangible results.
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1 Disaster Management
1.1 Introduction to Disaster Management
According to the United Nations Office of Disaster Risk Reduction (2017), disaster can be defined as “a serious
disruption of the functioning of a community or a society at any scale due to hazardous events interacting with
conditions of exposure, vulnerability and capacity, leading to one or more of the following: human, material,
economic and environmental losses and impacts”. Disruptions referred within the aforementioned definition
may be caused by several types of hazardous events, either natural or man-made, such as fires, floods,
earthquakes, explosions, industrial accidents, to name just a few. These disruptions may lead to several
impacts, such as injuries, loss of human life, damage to properties, economic losses, etc.
Therefore, Disaster Management as a field has emerged as a means of handling such disruptions with the
objective of mitigating the various associated potential impacts. Characteristically, according to IFRC (2019),
Disaster Management can be defined as “the organization and management of resources and responsibilities
for dealing with all humanitarian aspects of emergencies, in particular, preparedness, response, and recovery
in order to lessen the impact of disasters”. This definition highlights the core pillars of the disaster management
process, namely that of preparedness, response, and recovery. According to other researchers, these three
pillars may be extended to also include an additional one, namely that of prevention (Haddow et al., 2013;
Shan et al., 2012).
Figure 1 depicts the four pillars that set the basis for a comprehensive approach towards Disaster
Management. It should be noted that this approach is often referred to as the “life-cycle” of Disaster
Management, in order to emphasize the fact that the resulting process is continuous and perpetual (Fagel,
2011).

Figure 1: The four pillars towards a comprehensive approach to Disaster Management

An additional three critical concepts that are inherent to Disaster Management are those of hazards, risks, and
vulnerability.
Grant Agreement: 861716
Dissemination level: PU
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Hazards refer to processes, phenomena, or human activities that may cause loss of life, injuries, property
damage, environmental degradation, or other impacts. Hazards can be broadly divided into natural,
anthropogenic (man-made), and socio-natural. The first category involves hazards that are predominantly
associated with natural processes and phenomena. The second category involves hazards that are induced by
human activities and choices. The third category expresses hazard that are essentially the combined result of
both natural processes and human activities, such as climate change (United Nations Office of Disaster Risk
Reduction, 2017).
The concept of risk in the field of Disaster Management reflects the potential impacts which may occur to a
system, society, or community within a specific period that can be estimated either qualitatively or
quantitively as a function of the exposure, vulnerability, and (adaptive) capacity of said system, society, or
community (United Nations Office of Disaster Risk Reduction, 2017). Risks after their evaluation can be
classified as not-acceptable, tolerable, and broadly acceptable. The first classification refers to risks are not
acceptable in any case. The second classification refers to risks that may be deemed as acceptable after the
application of several risk mitigation measures subject to a positive cost-benefit analysis, while the third
classification refers to risks that are acceptable without the need for mitigation measures, while not omitting
assurances that they will remain at this level (Spouge, 2017). Figure 2 depicts the aforementioned risk
classification scheme.

Figure 2: Risk classification scheme [Adapted from: Spouge, 2017]

The concept of vulnerability reflects the conditions determined by physical, social, economic, and
environmental factors or processes which increase the susceptibility of an individual, a community, assets or
entire systems to the impacts resulting from a hazardous event (United Nations Office of Disaster Risk
Reduction, 2017).
On the basis of these three concepts, various conceptual frameworks for disaster impact assessment are
structured. A characteristic example may be found in the framework proposed by Lindel et al. (2007), as shown
in Figure 3.
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Figure 3: Conceptual framework for disaster impact assessment [Adapted from: Lindel et al., 2007]

Within Figure 3, one may observe that three pre-conditions can be made distinct. The first one, hazard
exposure, refers to the degree to which a system is exposed to a threat resulting from a potential hazard. The
second one, physical vulnerability, refers to human, agricultural, or structural susceptibility to certain impacts
in case of exposure. The third one, social vulnerability, refers to the susceptibility of social resources that are
to be utilized by the various individuals, groups, or communities, in order to address natural or man-made
disasters (Lindel et al., 2007).
Furthermore, one may notice that three categories of emergency management interventions can also be made
distinct. The first one, hazard mitigation, expresses actions that are oriented towards the minimization of the
potential impacts resulting from various natural or man-made disasters by detecting their cause, reducing
exposure to them, or attempting to mitigate them. The second one, emergency preparedness, refers to actions
oriented towards the preparation against certain natural or man-made disasters without attempting to
influence them. The third category, recovery preparedness, refers to actions oriented towards the assurance
of a quick recovery after the occurrence of a hazardous and, potentially, harmful event (Lindel et al., 2007).
Finally, one may notice that three types of event-specific conditions can be made distinct. The first type, hazard
event, refers to the six characteristics upon which the vulnerability against a natural or man-made hazard may
be assessed. These characteristics are a) the speed of the onset, b) the intensity of hazard, c) the scope of
impact, d) the duration of the impact, e) the availability of disaster indicator (e.g., heavy rainfall or heavy
wind), and f) the probability of occurrence. The remaining two types, improvised disaster response, and
improvised disaster recovery, refer to conditions created by actions specific to an occurring, which are highly
difficult to predict (Lindel et al., 2007).
The following paragraphs of this subsection aim to provide a brief analysis of each pillar of or stage in the
Disaster Management life cycle in an effort to identify crucial aspects to be included in the QROC DSS.

1.1.1 Prevention
This stage is oriented towards the minimization or, ideally, the elimination of the potential impacts of natural,
anthropogenic, or socio-natural hazards. It may be defined as the “regulatory and physical measures to ensure
that emergencies are prevented, or their effects mitigated” and clearly expresses a proactive stance against
Disaster Management (Queensland Government, 2018). The practical expression of this proactive stance is
the prevention strategies, which, according to the Federal Emergency Management Agency, can be classified
as follows (Lindell et al., 2007):
•

Hazard Source Control: involves structural measures related to the prevention of natural or man-made
hazards (e.g., limiting the use of dangerous materials)

Grant Agreement: 861716
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•

•
•
•

Community Protection Work: involves measures related to enhance, for instance, a community’s
defence against several hazards, such as floods, fires, etc. (e.g., dams, floodwalls, diversion channels,
etc.)
Land Use Practices: involves approaches of reducing exposure and vulnerability to various hazards by
modifying land-use practices
Building Construction Practices: involves, for instance, updates to regulations regarding construction
methods of buildings, in order to reduce their vulnerability to various hazards
Building Contents Protection: refers to measures applied to items within a building (e.g., item
stabilization)

1.1.2 Preparedness
Preparedness can be classified as physical and social preparedness (Lindell et al., 2001). Physical preparedness
mainly involves technical actions, while social preparedness mainly involves actions to enhance the
preparedness of communities, organizations or decision-makers against unexpected events (Lindell et al.,
2001). Some fundamental principles upon which disaster preparedness should be based have been suggested
by Quarantelli (1982):
•
•
•
•
•
•
•
•

Anticipate potential community resistance to the planning process
Address all hazards a community is exposed to
Increase participation and clearly define the roles of involved entities and people
Form a clear understanding of the hazards’ effects and human response to disasters
Identify and optimize the response actions also in forms of improvisation in case of disaster
Address the linkage between the different states of disaster management
Provide training and evaluation of the emergency response
Recognize the continuity of the planning process

Furthermore, the processes that are inherent to the disaster preparedness stage are, according to Lindell et
al. (2006), the following (Lindell, 2013):
•

•

•
•

Emergency assessment: it may be divided into three other processes, namely vulnerability assessment
(critical for policy evaluations and distribution of resources), hazard monitoring (incl. monitoring and
projections of hazard status), and environmental monitoring (critical for assessing the current and
future conditions that may affect the nature and intensity of hazards).
Hazard operations: involves operations that are aimed at controlling the effects of hazards; these
operations are critical to the preparedness stage, especially when taking into account that they
provide useful guidance once a hazard strikes.
Population protection: involves operations that are necessary for the protection of the general public,
such as early warnings, preparedness for rescue activities.
Incident management: involves actions that ensure the preparedness of all available resources in
terms of adequacy, maintenance, etc.

Another crucial concept that falls under the scope of this stage is that of organizational preparedness, which
reflects the capacity of all operational forces to cooperate and communicate successfully, in order to be
prepared to act in an organized, effective, and efficient manner.
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1.1.3 Response
The term “response stage” refers to actions that should be taken immediately after the occurrence of a
hazardous event (Smith, 2011). Particularly, it includes the appropriate implementation of all plans performed
in the previous stages of Disaster Management life-cycle as well as any improvised actions the undertaking of
which is unavoidable due to the unforeseen nature of natural or man-made disasters (Lindell et al., 2007).
According to Shan et al. (2012), this stage is of great complexity given the high number of actions that should
be performed and the fact that many of them should be performed simultaneously.
This stage encompasses functions to those that have been already presented in the previous stage
(preparedness), namely those of Emergency management, Hazard operations, Population protection, and
Incident management (Lindell et al., 2007).

1.1.4 Recovery
Recovery aims at the restoration of the affected area to a normal state. This phase begins after the stabilization
of the emergency and when there is no longer any threat to property or life (Haddow et al., 2013). Disaster
recovery copes with physical impacts (such as property damage) and social impacts (caused by human and
property loss). It includes several actions that can take place in a sequence or simultaneously. A key aspect of
recovery is the interaction with the local communities that were affected by the disaster (Lindell et al., 2007;
Schwab, 1998). This is crucial taking into account the potential social impacts of a disaster, imposing a
prioritization of actions based on the needs defined by those affected (Lindell et al., 2007).
In order to provide a framework to achieve a standardized recovery management process, Lindell et al. (2007)
define 4 paths that should be taken by community units and organizations related to disaster management
(Figure 4). These paths are categorized as housing recovery (Path A), infrastructure recovery (Path B), disaster
assessment (Path C) and business recovery (Path D).

Figure 4: The four paths of disaster recovery [Adapted from: Lindell et al., 2007]
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1.2 Operational Centers - Decision Support Systems
In QROC LEAs’ stuff is working on Police’s Operational Centers at national level. However, when preparing the
scenarios for the table top exercises, evidence was provided that in case of a major CBRNE event, police regional
operational centers would be activated (or kind of operational centers as those do not exist at regional level
for all project partners). Also, police officers –experienced in operational centers functioning- will be positioned
in Civil Protection Operational Centers –where all key stakeholders are represented-. Those operational centers
exist at regional and even at local levels, playing the role of operations’ headquarters and practically are the
coordinating bodies for managing emergencies. Therefore, since CBRNE events are most likely to fall into this
category of events that mobilize the whole civil protection system, we present here few introductory elements
on decision support tools and decision-making process that is present in all Operational Centers, despite the
differences that may occur in structure and functionalities

DSS covers the spectrum of (mainly) computer-based systems that are developed to assist decision-makers in
the decision-making process. Essentially, DSS help decision-makers to act in a more productive, agile,
innovative, and reputable manner (Clyde W Holsapple, 2008). Marakas (2003) asserts that the definition of
DSS is a rather difficult task taking into account the plurality of various existing variations. To this end,
researchers have distinguished some common characteristics of such systems, namely those systems
(Marakas, 2003):
•
•
•
•
•
•
•
•
•
•
•
•

Are employed in semi-structured or unstructured decision context
Are intended to support rather than replace decision-makers
Are able to support all phases of decision-making
Are focused mainly on the effectiveness of the decision-making process
Are controlled by the DSS user
Use data and models
Facilitate learning on the part of the decision-maker
Are interactive and user-friendly
Are developed under iterative process
Are able to support all managerial levels
Are used for independent or interdependent decisions
Are able to support either individual or group decision-making exercises

DSSs have been applied in a wide spectrum of applications, yet they are mainly found when decision making
is hard and the decision context is rather complex (Clemen & Reilly, 2013; Marakas, 2003).
The following paragraphs of this subsection provide a brief analysis of common components of DSSs, the flow
of the decision-making process, and of the knowledge acquisition process, which constitutes one of the most
crucial aspects of DSSs. This knowledge acquisition process is in the heart of QROC project, especially with the
provision of QROC training platform that is an indispensable part of any decision support platform and that at
a later stage could also be used to transform the tacit knowledge of LEAs’ staff into official procedures.

1.2.1 DSS Components
Among others, DSS involves a decision context under the intention to support decisions without replacing
decision-makers in all phases of the process using data and models in an interactive and user-friendly way,
while facilitating learning on the part of the decision maker. DSS generally include different components that
can be categorized into five systems (Marakas, 2003):
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•
•
•
•
•

Data Management System
Model Management System
Knowledge Engine
User Interface
User

The data management system includes all data related activities such as storage, retrieval, and organization.
The Model Management System includes the retrieval, storage, and management of the models included for
the quantitative or qualitative analysis required for decision making. The Knowledge Engine is responsible for
the problem recognition and generation of solutions or any other function that is related to the problemsolving process. It is the system that comprises data models in order to provide the user with what is required,
in order to meet a decision using heuristics, rules, and any other logic required to help the decision maker.
The user interface caters the interaction between the user and the other systems of the DSS mentioned earlier.
Finally, the user of a DSS should always be taken into account as issues such as the related skills, motivations,
and knowledge domain have an important role in assisting on decisions.
Those components constitute the basis of the architectural requirements that a Decision Support System must
exhibit, as they cover all the important aspects that are comprised in a DSS system (Marakas, 2003).

1.2.2

Decision Making Process

One aspect of DSSs that is very important to take into account when designing a DSS is the decision process
itself. Firstly, it is important to understand why decisions are hard to be taken. In their work, Clemen and Reilly
(2013) define the reasons why some decisions are harder to take, by identifying 4 key sources of difficulty:
Complexity, Uncertainty, Multi-Objectiveness, and Multi-Perspectives.
Simon (1960) proposed a three-phase model describing the problem-solving process (Figure 5). Firstly, the
Intelligence phase is introduced, where the decision maker searches/scans for information suggesting the
presence of a problem that he owns, with ownership to be defined as the ability to have a solution. The
identification of a problem and its definition triggers activities related to the analysis of the problem, the
definition of the problem-solving strategy and the formation of possible alternatives (Design phase). Finally,
the Choice phase is the phase during, which the choice is made given the problem at hand and the objectives
that the decision maker has set. The modelling of decision making is commonly based on the abovementioned
process model. Briefly, choices are modelled based on the outcome of the decision maker. In case no
alternative exists, the “do nothing” decision is modelled.

Intelligence

Design
Validation

Reality of situation

Choice
Solution Testing

Outcome

Implementation

Failure

Figure 5: Simon's Model of problem-solving [Adapted from: Simon, 1960]
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In addition, Marakas (2003) addressed the subjects of structuredness of decision, cognitive limitations, and
perception to be important when studying why decisions are hard to take. These factors actually shape the
decision environment. Factors contributing to cognitive limitation are listed below (Harrison, 1995):
•
•
•
•
•
•
•

Humans can retain only a few bits of information
Decision makers have different types and degrees of intelligence
Decision makers might restrict information search
Decision makers indicating concrete thinking approach tend to limit information processors
Propensity for risks varies among decision makers. Risk takers useless information than risk avoiders
Decision makers aspiration is positively correlated with the desire for information
Older decision makers appear to be less radical than younger decision makers

Perception is a special kind of cognitive limitation (Marakas, 2003) that can limit the decision-making process.
It can be understood as a filter based on several factors such as experience, personal goals, beliefs and values
(Marakas, 2003). Some of the most common perceptual “filters” are (Clemen & Reilly, 2013):
•
•
•
•
•

1.2.3

Difficulty in isolating problems
Delimiting the problem space too closely
Inability to see a problem from various perspectives
Stereotyping
Cognitive saturation or overload

Knowledge Acquisition Process

Knowledge Acquisition is a key aspect in the development of DSSs. Although the connection between
Knowledge and DSSs is not always clear, the activities related to knowledge are acquisition, selection,
generation, assimilation, and emission (Holsapple & Joshi, 2004). Each one of those activities can be found in
the processes involved in decision making (Holsapple, 2008). The first component that connects knowledge to
Decision Support Systems is the knowledge acquisition process in which techniques are used to acquire and
format knowledge relevant to decisions. Knowledge acquisition is a non-trivial task in the case of DSSs, as in
many cases the knowledge itself is unstructured and exceptionally broad (Beemer & Gregg, 2008).

1.3 Decision Support Systems for Disaster Management
A wide spectrum of decisions in the context of Disaster Management fit the criteria suggested by Marakas
(2003) and Clemen and Reilly (2013) concerning hard decisions. Decision makers in Disaster Management field
are often exposed to a situation that is complex and subject to uncertainty due to the randomness and varying
characteristics of disasters (i.e., magnitude, propagation), governed by a multi-objectiveness that can be
described from multiple perspectives (Fagel, 2011). Furthermore, disasters are events that occur scarcely and
require immediate actions (Baker, 1991). Therefore, decision-makers are bounded by their limited experience,
cognitive limitations, and perception (Marakas, 2003). Given the above mentioned, Disaster Management can
be considered as an ideal candidate, for adopting DSSs that would facilitate the optimization of the decisionmaking process.
Naturally, the field of research that deals with the development DSSs for Disaster Management purposes is
based on interdisciplinary approaches. In general, the research on this field focuses on providing solutions that
apply to various dimensions of Disaster Management (e.g., see Mendonça (2007) for applications regarding
improvisation during disaster response and Altay & Green (2006) regarding applications of Operation Research
in Disaster Management).
Grant Agreement: 861716

Dissemination level: PU

Page 18 of 72

D5.4 – Training Manual on CBRNE Threats

This subsection aims, initially, at presenting the theoretical foundations of DSS for Disaster Management, by
conducting a pertinent literature review, with a focus on the key aspects denoted as crucial for the
improvement of Disaster Management. The theoretical foundations identified include situational awareness,
training of decision makers, effective communication and actions, and support of improvisation. Finally,
several advances of Information Technology towards this direction are presented, including the challenges to
be addressed.

1.3.1 Aspects of Theoretical Foundations
One of the first attempts to draft the design of DSS for Disaster Management was presented by Wallace and
De Balogh (1985). In their work, Wallace and De Balogh (1985) defined the context in which a DSS could
improve all 4 stages of disaster management (see subsection 4.1) by indicating which components of DSS
systems and technologies available at that period could be used. Furthermore, they defined decisions to be
taken based on their structure, in order to prioritize them for the development of DSS. Below, some key
aspects of those systems are presented. They namely are situational awareness, training of decision makers,
effectiveness of actions and communications, and improvisation.
Situational Awareness
To begin with, an important aspect is the implementation of actions based on accurate situational awareness
in all phases of Disaster Management (Horita & De Albuquerque, 2013). During the mitigation and
preparedness phase, situational awareness refers to the knowledge concerning exposure, vulnerability, level
of preparedness and mitigation, as well as availability of resources (Lindell et al., 2007, 2001; Paton &
Johnston, 2001; Schneider & Schauer, 2006; Weichselgartner, 2001). During disaster response and
reconstruction, a vast amount of literature concerning Disaster Management suggests that the decision maker
should have accurate and well-timed information about the situation in hand (Fagel, 2011; Haddow et al.,
2013; Lindell et al., 2007), in order to evaluate and act. It should be noted, that this information, does not
necessarily prescribe a set of “correct” actions to be taken and that decision-makers have to understand the
impact of their decision (Levy, Gopalakrishnan, & Lin, 2005).
In this context, situational awareness is enhanced by including indications of what the results of complex
actions would be by either real-time evaluation or scenario analysis, based on analytical models or simulations
of the situation examined (Wu et al., 2008). Situational awareness allows for reducing the effects of decision
makers’ cognitive limitations and perception to the decision process (Marakas, 2003), which is found to be
increased during high-stress situations (Van de Walle & Turoff, 2008).
Training of Decision Makers
A key aspect of Disaster Management commonly discussed as a negative issue is that decision-makers have
limited experience in handling disasters due to the (relative) scarcity of such events. Limited experience can
be rather risky as under high stress and anxiety, situations individuals tend to rely more on internal hypothesis
testing and well-learned responses (Staw et al., 1981). Furthermore, Van de Walle & Turoff (2008) pointed out
that integration and collaboration among different entities require trust and understanding, which is only built
when collaborating, at very least in the context of exercises.
Training could be in part made possible with the use of a DSS adopting scenarios, which employ models and
simulations to understand and allow for evaluating the impact of any action. Furthermore, it is widely pointed
out that inter-organizational training should be taken into account as it is a rather common case during
Disaster Management (Mendonça, 2007).
Effectiveness of Actions and Communications
A central aspect of Disaster Management is the provision of reliable, fast and effective actions enhanced by
effective communications, which emerge as an issue from past experiences of problematic response due to
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miscommunications (Rolland et al., 2010). For example, in many disaster cases, the resources allocation
(human, machinery, money, etc.) is handled by different organizations, which are required to communicate
during allocation. However, due to miscommunications, there are cases of over- and under-demand provision
of resources (Meissner et al., 2002; Rolland et al., 2010). Effectiveness of communications is enhanced by clear
structures and communication channels. DSS for Disaster Management is ideal for providing such an
environment in which effective actions and communications can be achieved using standardized
communication protocols (Rieser et al., 2015).
Improvisation
Improvisation is considered to be a vital part of Disaster Management for two reasons: a) it allows for flexibility
in handling unexpected phenomena and b) it is impossible to examine all the possible scenarios during
preparedness (Mendonça, 2007; Kreps, 1991). Mendonça et al. (2001) suggest that there are two stages in
emergency improvisation: first, there is the recognition that there is no plan for the situation, and second,
there is the decision to take a decision based on improvisation. DSS for Disaster Management structure (as
presented in Chapter 3) give the opportunity to enhance situational awareness during the recognition phase
and also provides room for evaluation of the improvisation results.

1.3.2 Information Technology
The development of Information Technology has allowed for advances in the conventional Disaster
Management process that are being explored. The main areas where Information Technology can contribute
to Disaster Management both in short-, mid- and long-term, given its capabilities (Schmitt, Eisenberg, & Rao,
2007) are listed below:
•
•
•
•
•
•

more robust and interoperable communications
raised situational awareness
improved decisional support and resource tracking
greater organizational agility for disaster management
engagement of the public
enhanced infrastructure survivability and continuity of societal functions

However, it should be pointed out that Information Technology cannot be applied as is, as it does not
overcome underlying problems and issues of organizational and social nature. Information Technology should
always be designed in such a way that it corresponds to human-related dimensions. In this context, the
concept of time and more specifically the incident timeline should always be included to cater the needs of
different actions related to incidents (Dhanhani, Duncan, & Chester, 2010; Schmitt et al., 2007).
Below, some useful tools and principles of Information Technologies are presented as a means of further
demonstrating the contemporary advances in this field. Such technological advances may be utilized in the
process of further enhancing the capabilities of the QROC DSS. It is clear that use of tools depends also in SOPs
and the way the upscale with resources and additional multidisciplinary staff. To give an example, a forensic
investigation may start as multidisciplinary but separate process and probably will not be a task for staff of
national operational centers.

GIS
In order to allow for better situational awareness, a wide stream of research supports the use of Geographical
Information Systems (GIS) to achieve it by presenting data related to the situation in question, risk
assessments, and resources (Contini et al., 2000; Cutter, 2003; Zerger & Smith, 2003). This support emerges
from the fact that maps are the tools commonly used in disaster management (Mirfenderesk, 2009) and also
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allow for mapping and processing of information, as well as representation of modelling and simulation,
capabilities that have lately evolved further (Kwan & Lee, 2005; Zerger & Smith, 2003).
Research in the field has specified the following issues and challenges (Cutter, 2003):
•
•
•
•
•
•
•

Data Acquisition and integration
Distributed computing
Dynamic representation of processes
Cognition of geographic information
Interoperability
Scale, spatial analysis and uncertainty
Decision Support Systems

Easiness of Use
Another very important issue discussed by researchers is the easiness of use of DSSs in disaster management
and especially during disaster response (Cutter, 2003; Levy et al., 2005). This arises from the fact that
practitioners in disaster management are mainly used to use paper-maps and rely on information they receive
from onsite investigation or reports (Cutter, 2003). Such a tool must be transparent, as for practitioners, it is
rather difficult to trust a tool for which the methodological foundations of the functions included are not clear
(Cutter, 2003). Finally, it should be noted that as it is a tool that people are not using often, it should be
designed in a way that would allow people to remember it and be able to use it on demand (Van de Walle &
Turoff, 2008).
Extendable Architecture, Open-Source Code
DSS should adopt architectures that can be highly extendable in order to cater for Disaster Management
dynamic needs by maintaining its adaptiveness (Asghar et al., 2005). This is derived from the fact that there
are many advances in related fields (such as Disaster Management, Computer Science, Communications,
Sensor Technology). This challenge can be overcome by an extendable and updatable application built upon
modularity (Asghar et al., 2005).
Another important aspect of the design of such systems is the programming environment used during its
development. An Open Source project indicates that the code used for programming the DSS is nonproprietary and can be distributed to any interested party, modified, improved, and built upon (Weber, 2000).
This allows for systems that are not built from scratch, and it has been found that several such projects have
been further developed by later contributors. For developers or firms who do not want to allow others to
develop upon their work, it is common practice to provide only the binary version of the software without the
source code (Hippel & Krogh, 2003).

As it may become evident from this brief, hence coherent, literature review, the ability of governmental and
non-governmental agencies to be prepared against, to respond effectively and efficiently, and to recover from
various natural or man-made disasters is of great importance within modern societies. This type of ability
requires a wide range of competencies, such as hazard forecasting, provision of early warnings, drafting of
emergency plans, provision of alerts, rescue and damage mitigation activities, provision of information and
instructions, coordination controls, provisional repair, material support, and so on and so forth. That statement
makes clear that LEAs’ stuff especially those that work at operational centers (of LEAs’, of Civil Protection, at
National, Regional and Cross Border Levels, must receive broader training and experience interagency/
international cooperation through joint training and exercises.
To this end, the QROC is called to provide holistic support in achieving the aforementioned competencies for
LEAs’ stuff at a certain level that will be further developed after project termination. CBRNE events is a topic
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that offers such opportunities including cross-border cooperation in complex scenarios. When LEAs’ staff
coordinates evacuation, road traffic, informing citizens and other duties, those are most likely to be derived
from coordinated joint decision-making process with other civil protection authorities, that being a sole
decision made by LEAs operational canters’ officers.
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2 Key Points for Interagency Cooperation
2.1 The Scenario-based Gap Analysis
In QROC project we emphasize in Scenario based gap analysis to understand the critical points for successful
interagency cooperation, even if we do not explicitly call it gap analysis. Three hypothetical CBRNE related
scenarios have been developed –hunting a terrorist, a CBRNe event near the airport and an attack at public space - and
many discussions took place to better understand the role of each agency in responding to an actual CBRNE
event, their ability to work together, and their communication with the public, while pointing to possible
gaps in legal, policy, and operational tools and guidance. Those gaps other deliverables of QROC will try to
cover (i.e. concerning technologies used for information sharing), however synergies with other projects
and initiatives are necessary for LEAs to be able to fulfill their role.

2.2 The Common Understanding of Terms
In various manuals worldwide different glossaries have been developed on over 50 operational terms used
in the CBRNE and civil protection areas in the context of a response. Based on the consideration that the
same terms might mean different things for the different agencies and in different areas of CBRNE, in QROC
we tried to promote common understanding and common concept of the procedures followed in a CBRNE event
and not in defining with accuracy those terms. Detailed glossary is out of the scope of this manual, however if
interagency cooperation is established as the new normal in CBRNE operations, then the gap in common use of
terms can be easily overcome.

2.3 The Inter-Agency Table-Top Exercise
In QROC three foreseen table top exercises the interagency cooperation remains mainly at the level of
different LEAs from different countries cooperate for threats that at some point need cross border
cooperation. However, it is obvious that interagency cooperation means more than that. Either extended
cooperation within one country among police, fire brigade, civil protection, antiterrorism units, medical
units etc., or joint activities with similar forces of neighboring country or both. Table top exercises is a good
1st step to identify the challenges to be addresses the following years.
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3 Responding to CBRNE events: Joint Operating Principles for
the Emergency Services – LEAs Perspective – The example of
Great Britain
A terrorist attack involving the use of chemical, biological, radiological, nuclear and explosives
(CBRNE) materials, either as a means of dissemination or an additional method of attack, could inflict
large numbers of casualties and would represent a major incident for the emergency services. It is widely
recognized that the command and control of the multi-agency response to a terrorist incident of this
nature will be challenging, particularly as it is likely to involve:
✓
✓
✓
✓
✓
✓

high threat scenarios
multi-agency resources
several police force areas
significant support from partners
intense political and media interest
an enduring impact uponcommunities

It therefore requires a dynamic and joint approach by the emergency services and other agencies to
deliver an effective response in all three faces of operations:
• Initial Operational Response (IOR)
• Transition
• Specialist Operational Response (SOR)
These three stages overlap depending on the conditions and location of the event
(real one or in exercise scenarios) however the different demands of each ne are
clear to LEAs officers in Operating Centers. They are not so clear at regional / local
and cross border staff, who consider a CBRNE event a very low possibility threat.

The National CBRN Centre, www.cbrn-uk.com, has elaborated a manual –very detailed on how to
respond to CBRN(e) events: Responding to CBRN(e) event. Joint Operating Principles for the
Emergency Services, 1st Edition, September 2016.
The sections 3-5 of this manual are based mostly to the previously mentioned
document. Which we consider as key document in order LEAs personel in National
Operational Centers as well as Joint Operational Centers the complexity of the
CBRN(e) events and how joint operations should evolve. We fully understand that
Great Britains’ model may not be applicable entirely to other European countries,
however the interaction of authorities and the iderdisciplinary approach remain
the same and LEAs can only benefit from it.
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The aim of the CBRN Joint Operating Principles (JOPs) is to achieve enhanced operational
interoperability and consistency in the delivery of IOR and the SOR; greatly assisting in the provision
of an effective multi-agency response to deliver immediate casualty care.
Operational interoperability is defined as the extent to which organizations can work together
coherently through:
1.
2.
3.
4.
5.

shared ethos (of what matters most)
common doctrine (a common set of operating principals or guidance)
unified command (clarity of who is in charge of what, when and where)
compatible and reliable communication systems
shared language (that ensure common understanding in pressurised operating
environments)
6. common equipment
7. common standards of professional practice -All supported through continuous capability
building by:
•
•
•

common training and exercising
consistent occupational/operational competency
shared learning and debriefing

These JOPs will build on that by improving interoperability further, increasing protection for the
public and responders. These JOPs bring together current best practice and add to major incident
protocols that currently exist between police services, fire and rescue services and ambulance service
trusts. It should be read as a guide for dealing with the particular challenges that this kind of event
may pose. The principles detailed in this document are not prescriptive, but are intended to provide
an overarching framework for a standardized and interoperable approach. Even though the initial
text referred to United Kingdom we processed it to reflect the situation in most QROC partners’
countries.
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4 Joint Operating Principles (JOPS)
These JOPs provide guidance on the key aspects of any multi-agency response that is critical to saving
life and ensuring the protection of emergency service personnel. They are founded on the following
overarching assumptions:
• The nature of a CBRNE event requires that Commanders from each emergency services co- locate
at scene as a matter of urgency to streamline the decision-making process.
•

Joint decision-making at scene requires an appropriate level of command at that location and
should be achieved through the use of the Joint Decision Model (JDM).

•

Agencies should identify, select and train personnel to carry out key command and support
functions to enable effective decision-making.

•

The JOPs must be flexible enough to apply to variations in national, regional and local
capabilities.

•

These JOPs adhere to the JESIP principles for joint working which are co-location,
communication, co-ordination, joint understanding of risk and shared situational awareness.

•

A CBRNE event has many elements. The impact and response will vary depending upon the
nature of the material and event, for example:

•

A chemical attack may produce rapid onset of severe symptoms. Many chemical agents can
be readily detected and potentially identified with specialist equipment.

•

A biological release may not be identified for some time and may only be recognised through
health monitoring. The scene of any release may be unidentified.

•

A radiological release may be accompanied by explosives (a ‘dirty bomb’), or the dispersal of
radioactive particulates into the air, with no obvious sudden onset of symptoms.

•

A nuclear attack is likely to be readily identified and result in immediate, catastrophic
consequences and a long-lasting radiation hazard.

•

Explosives may be used as a means of dissemination for the above materials or, in its own
right, as an additional method of attack.
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Whilst any such incident is ongoing there will be a continued threat to life. Uncertainty about release location(s),
spread of contamination, intent and capability of the terrorists means that the management of life-saving
interventions may be much more difficult than for other major incidents. The assumption will however be that
once a CBRNE payload has been delivered, the perpetrators are unlikely to remain in the immediate vicinity,
although they may present an ongoing threat in the wider area. There are likely to be significant numbers of
casualties. Such casualties may deteriorate rapidly or suffer life threatening downstream effects if not
evacuated from the contaminated environment quickly. Prompt actions and clinical interventions (however
basic) provided under the IOR or soon after can reasonably be expected to improve patient outcomes and limit
the number of fatalities. Commanders should consider the potential for further scenes to be identified and that
the response may need to be able to support the exploitation of any production facility that might be discovered.
Competing demands on specialist resources means that their use may need to be prioritized until support arrives.
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5 Initial Operational Response (IoR) Leading Into Specialist
Operational Response (SoR)
It is clear that a CBRNE event can happen in place where no specialists exist and there is no mechanism in
place to take over. Therefore, it is important to make it clear to all potential players how from the Initial
Operational Response we will transferred to a Specialist Operational Response. There are different models
across Europe, however, the British one is considered the most adequate for make a clear understanding of
the role LEAs have in complex CBRNE events. We do acknowledge that in the British model the police has
the 1st role in most of activities related to CBRNE response. This is not always the case in mainland Europe,
however for training purposes is adequate to make LEAs understand in which capabilities and capacities
have to invest for the future.

Below, one can address the issue from its source where all the steps on CBRNE management are presented
in a clear way. In fact, the material presented can be used for creating a training manual for LEAs in Europe
with the necessary modifications. It is built with the logic of Joint Operational Procedures which is the reality
no matter where the CBRNE event happens.

National CBRN Centre, www.cbrn-uk.com, Responding to CBRN(e) event. Joint Operating Principles for the
Emergency Services, 1st Edition, September 2016.
Here, we present only the sequence of steps that make the distinction between a successfully managed CBRNE
event and a failure one.
• Identification of a CBRNE event
Personnel from any emergency service can identify an incident as a suspected or potential CBRNE event.
Such identification should be sufficient for all agencies to ensure IOR principles are followed and their SOR
is activated.
•

Police Informing Service Partners on CBRNE event

The police will inform emergency service partners immediately once a CBRNE event has been confirmed.
As soon as the police has confirmed that the event is CBRNE, the ambulance service and FRS control rooms should
be notified immediately. It is imperative that this action is undertaken straight away so that contingency plans
that were initiated when CBRNE was suspected can be enhanced to enable a coordinated, multi-agency
response.
•

Joint Identification of a Rendezvous Point (RVP)

RVPs must be positioned at a safe distance from the incident location(s), upwind and preferably uphill, but in a
location from which assets can be rapidly deployed forward. This location will be constantly reviewed to take into
account the emerging circumstances. All staff attending an RVP should undertake area safety checks to minimize
the risk of harm from secondary devices and perpetrators.

•

Deployment of SOR scene assessment capability
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Scene assessment commences from the point at which any of the emergency services become aware of the
incident. It continues to build and deliver shared situational awareness through the IOR process and will be built
upon by specialist multi-agency assets who are trained and equipped to operate in the warm and hot zones.
These assets may deploy under the command and with the support of the initial or subsequent command
structures and will have pre-determined priorities around detection, indicative identification of the material
involved and the extent of the hazards that are present.
•

On field coordination to deploy emergency service
responders.

A joint understanding of risk should be established to ensure that tasks are considered on a risk/benefit basis.
The absence of a particular emergency service on-scene commander should not in itself prohibit this process
from taking place but may impact on any decision to deploy personnel.
The joint understanding of risk ensures that commanders work towards a common understanding of threats,
hazards and the likelihood of them being realized. This process will inform the risk mitigation measures that are
available to be deployed.

•

Joint Decision Model for Police, FRS and ambulance onscene commanders

Jointly understanding risks to the emergency service personnel is considered the most efficient means for
determining when and under what circumstance deployments into warm and hot zones take place. The joint
understanding of risk is intended to enable on-scene commanders to work towards a common understanding
of the threats, hazards and risks that may be present.
This process will also inform decisions on what control measures need to be undertaken to mitigate those risks.
Although it may not be possible to negate every risk, they should be managed in accordance with ALARP
principles.
•

Individual policy logs at the FCP to record tactical
considerations and decisions

This principle underpins existing standard operating procedures for responding to critical and major incidents. It
is necessary that decision-makers from each service record the rationale for their choice of tactics as well as the
information and intelligence on which those decisions are based. Records of decisions can be used as part of
the command support briefing function to assist future joint decision-making and ensure clarity of
understanding of a continually developing and potentially complex situation.
At a local level emergency services will have their own standardized approach for recording incident command
decisions; these may differ between each organization.
•

Creation of an Operational Environment that facilitates
joint cooperation
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As part of the facilitative process police will prevent further casualties, for example through the use of cordons
and tactical communications to keep the public a safe distance from working and hazard areas.
The provision of CBRNE protected officers to escort ambulance and/or FRS personnel into hot and warm zones
cannot be guaranteed in the early stages of an incident. Resource availability will inform the ongoing joint
assessment of risk.
•

Experienced personnel deployed in field

PPE appropriate to the hazard should not be deployed into warm or hot zones. Subject to a risk assessment,
responders with appropriate PPE (for example Firefighters in structural firefighting PPE with breathing apparatus) may be
deployed to conduct snatch rescue as part of immediate life-saving activity.
As the IOR transitions to the SOR additional trained and protected resources will become available to undertake
deployments into and around the hot and warm zones. Initial incident commanders will be supported by assets
with specialist CBRNE knowledge (such as CBRNE commanders, National Inter-Agency Liaison Officers, CBRNE
Tactical Advisors,).

•

Preservation of crime scene by the Police On-Scene
Commander

Commanders must be cognizant of as yet undiscovered secondary devices within the scene, its immediate
vicinity and the RVP. Consideration should be given to whether there may be continuing scene assessment and
hazard monitoring requirements beyond life-saving activity as part of the ongoing emergency services and wider
community safety plan. On completion of life saving actions and confirmation of hazard any further
deployments into the hot zone must be carefully planned and deliberately tasked against specific objectives.
At this stage scene primacy should also be subject of review against the strategic priorities in conjunction with
the CBRN Strategic Command, CT Commander, Counter Antiterrorism officers or their representative, whether or not
they are yet represented on-scene.

•

Casualties management during a CBRNE incident

Article 2 of the European Convention on Human Rights (ECHR – 1950) as enshrined in the Human Rights Act 1998
protects every person’s ‘Right to Life’. A CBRNE event could generate a significant number of casualties with lifethreatening symptoms that require immediate medical intervention to prevent death.
Early intervention based on an assessment of the risks and benefits is therefore required to maximize survival
rates. In a CBRNE event it is critical that this process begins with the IOR and continues until such time as all
salvable life has been saved. In support of this process and following a joint assessment of risk the ambulance
service On-Scene Commander may determine that casualties can be removed from the immediate scene of
contamination (or once the contamination hazard has otherwise been mitigated or dissipated) to a casualty
collection point (CCP). This decision will be based on the availability of resources both able to operate in CBRNE
PPE in the warm zone and able to work without CBRNE PPE in the cold zone.

•

Deployments into warm and hot zones
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Where ambulance personnel are present with other emergency service personnel in a zone, they will direct and
co-ordinate the casualty management process, including the use of non-ambulance service emergency
responders where available to deliver life-saving care. Extrication of live casualties to the warm zone is the
priority that can be delivered by any appropriately protected responder.
As the response builds this activity will be extended as CBRNE protected clinical care resources become
available in the form of Hazardous Area Response Teams (HART) to deliver and support care in the warm and
hot zones dependent upon the nature of the hazard.
Given the hazardous nature of CBRNE incidents it is necessary that bystanders are directed to leave the scene by
the safest and quickest route possible. Where bystanders refuse to leave and are actively treating casualties
(for example some may be off-duty staff or trained first aiders) advice should be given on treatment, and
dressings provided.

•

Treatment Priorities during CBRNE events

Casualties that have been assessed will be identified through coloured labels so that repeated assessments
do not occur. Fatalities will be appropriately identified to avoid repeated checking of their state. Only
ambulance service personnel will categorize (triage) casualties and only a qualified ambulance service
professional can recognize life extinct. Once a casualty has been assessed and has received initial treatment
they should be removed for further treatment at the earliest possible opportunity. Retrieval of patients to either a
CCP or to a CCS will commence on the instruction of the Ambulance On-Scene Commander; a decision taken as
part of an on-going joint assessment of risk. At the scene the clinical need of those affected should be
balanced against any radiological hazard present. Priority 1 patients with life threatening injuries should
not have their treatment and transfer delayed for decontamination. A CCP should be established within a
warm zone. The location will need to be jointly agreed; however, it may be some distance from the more heavily
resourced CCS and associated ambulance loading point (ALP). The decontamination process starts by removing
the casualty to an area of relative safety within the inner cordon and by the removal of their outer clothing at the
earliest opportunity. The casualty will subsequently be assessed to determine if further decontamination is
required and the best method (wet/dry/both).
•

Decontamination process in a CBRNE event

Decontaminated people may be cold (this may be exacerbated if water-based decontamination has taken
place) and in need of drying, shelter and clean clothing. These issues should be considered in advance and the
location and practice of decontamination should be such as to make sure that appropriate aftercare provisions
can be made as soon as possible (re-robe packs may be available via FRS or ambulance service).
In certain circumstances the emergency services might decide that the immediate transfer of contaminated
casualties to an offsite facility is appropriate. This would only take place in extremis, following appropriate joint
hazard and risk assessments and in consultation with the relevant hospital and Local Authority.
An incident involving casualties requiring clinical decontamination will require the deployment of HART
resources and other specialist ambulance service resources. Deployment of these resources will normally be to
an RVP until the initial area has been made safe allowing for the decontamination area to be established.
An incident involving a contaminant may not have initially caused injury to people, however there is a possibility
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that those responding to the incident may be injured or taken ill as a result of the incident.

•

Entering warm and hot zones, subject to risk
assessment

In the event that the FRS is on-scene prior to the dynamic risk assessments will continue to determine the initial
cordon placement or the delivery of immediate life-saving activities.
•

Control of operations involving emergency services

Multi-agency operations involving Respiratory Protective Equipment (RPE), including but not limited to:
breathing apparatus; PRPS and other bespoke personal protective equipment ensembles (CR1), should form
part of a safe system of work which is jointly agreed by each agency committing staff into the inner cordon.
The safe system of work will accommodate the existing safety critical procedures of each agency recognizing the
individual agencies roles and responsibilities.
Minimum requirements will include co-located entry control points and a joint rescue plan utilizing an agreed
safety team. Each agency will reserve and retain its legal duty of care toward its employees
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6 Cross Border Cooperation at CBRNE Events
Here we present findings in cross border cooperation which is a prerequisite for major CBRNE events / threats
prevention and management.

6.1 Background
As defined by the International Federation of Red Cross (n.d.), the term disaster refers to a “sudden,
calamitous event that seriously disrupts the functioning of a community or society and causes human, material,
and economic or environmental losses that exceed the community’s or society’s ability to cope using its own
resources. Though often caused by nature, disasters can have human origins”. One critical aspect of such,
natural or man-made / man induced events is that they often due to their very nature disregard the notions
of man-made border between countries and jurisdictions. It has been, therefore, suggested by Roberto
Ciambetti, as cited in Wojewódzka (2019), that the European Union (EU) “must create more harmonious and
organic cross-border and transregional coordination” and that the EU “must create effective civil protection
structures in cross-border areas”. Moreover, he highlights that a significant portion of the EU’s population
(37,5%) live within such cross-border areas. Therefore, taking in mind that disaster management is inseparable
to the concept of vulnerability, such a large portion of the population being potentially exposed to crossborder disasters calls for special attention to be paid to this critical subject.
The domain of Disaster Management involves a wide variety of procedures, standards, data sharing practices,
and involved stakeholders at various levels and, potentially, spanning across national borders (AIT et al., 2015).
Consequently, interoperability has to be achieved to various levels and for various points.
Figure 6 depicts various layers of organizational and technical interoperability the influence of which
contributes to the achievement and a common knowledge and awareness standpoint for all involved parties
during a cross-border disaster. Those findings fit CBRNE events since they are most likely complex emergencies
that in large scale may involve multiple countries and entities beyond borders.
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Figure 6: Layers of interoperability [Adapted from: AIT et al., 2015]

The importance of interoperability albeit with a different focus has been highlighted in a previous Interreg
project, which summarize the strategical value of transnational cooperation in the following points
(ProteCHt2save, 2018):
•
•
•

Reduction of regional disparities and increase of cohesion in specific territories
Building of trust across borders and supporting European integration
Endorsing macro-regional strategies

Furthermore, Hörnström et al. (2012) highlights that cooperation initiatives may generate added value in the
following ways:
•
•
•
•

Organizational and policy learning, which allows the framing of common issues in a territorial
perspective and allows for neighbors to spread know-how and enhance their effectiveness.
Solutions to common problems, which is necessary when tackling issues, such as the utilization of
transnational transport systems that by their nature are not manageable by a single actor.
Generating critical mass, which helps ensure economies of scale and the pooling of resources, in order
to create a common response potential.
Building transnational structures for future cooperation and further cohesion, which allows for the
formulation of administrative and institutional structures that define the framework for building
future and increase cooperation.

The remainder of this document focuses on the identification of challenges that will have to be addressed, in
order to achieve a multi-national cooperation in regards to disaster managements and the identification of
best practices amongst past projects, bilateral agreements, and the response to past events. This document
concludes with a guideline for assessing readiness for cross-border disaster management.
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6.2 Key issues / needs / potential solutions
Albris (2016) propose some solutions to overcome the cross-border cooperation challenges identified within
the ESPREssΟ project which are based on the homonymous think tank that was held in Zürich on January 21st,
2018. Table 1 provides an overview of identified key issues, their associated needs, as well as associated
possible solutions and best practices. The table has been adjusted to CBRNE events.
Table 1: Key issues and needs and associated best practices [Adapted from: Albris, 2016]

Key issue

Needs

Possible solutions/best practices

Legislative
• Need to ensure good • Definition of strategies at the international level,
framework between
political relations and
upon which both countries, through bi-lateral
nation
agreements between
agreements, can prepare for and coordinate a
countries. Transtactical response to any disaster.
boundary crises
• For local government to take a shared global view
should be prioritized
(‘think globally, act locally’). This translates into local
higher than other
authorities communicating and coordinating with
international issues;
their cross-border counterparts through multiple,
• Need for
formal and informal, bi-lateral agreements at local
coordination and
and national levels, and with non-governmental
communication
organizations.
between countries at • Identification of areas where common policies can
all levels.
be implemented, including those for CBRNE events
of large scale, and the establishment of frameworks
facilitating the maximum possible flexibility in
response at all levels.
• Development of common actions for responding
and safeguarding regions affected by the same types
of hazards. These actions should also include
common data, alerts and information exchange.
• Transparency in existing policies and procedures
that allows countries to better understand how
neighbors behave in terms of operational response.
• Pre-emptive communication and coordination
between governments at all levels that allows for the
correct policies to be in place and enforceable when
required.
• Coordination of long-term policies exceeding local
and national levels and spanning across countries for
all levels and with multinational actors (e.g., EU).
Infrastructure and
• Need for
• Definition of a legal framework for the specification
public/private
of responsibilities in case of a crisis. Such a
industrial facilities
responsibility
for
framework should also need to incorporate
(critical
critical
stakeholders such as the insurance industry.
Infrastructures)
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Key issue

Needs

Possible solutions/best practices

infrastructures and
• Involvement of local governance on both sides of a
industry;
border regarding the regulation of major industrial
• Need for
facilities.
prioritization with
• Compliance with the Industrial Accident
which
Convention, which aims to identify hazardous
facilities are to be
activities and facilitate discussion between
protected/recovered.
neighboring countries. The discussion should include
accident notification systems, mutual assistance and
exchange of information and technology.
• Prioritization of which and how facilities are to be
protected and repaired.
Response capacity • Need for comparable • Alleviation of bureaucratic hurdles (e.g., by
between countries
response capacities
accepting foreign qualifications or waiving customs
among neighboring
tariffs) that negatively impact upon the speed of and
countries and
a country’s capacity for response.
establishment of
• Frequent exercises to harmonize methodologies and
procedures between
practices.
them.
• Establishment of liaison personnel to smooth the
cooperation between national response groups,
including non-governmental organizations.
• Respect of the sovereignty of an affected country,
meaning that any actions to be taken need to be
either agreed upon prior to operational planning or
be executed with the permission of the affected
country.
Recovery of trans- • Need for setting
• Careful prioritization of which assets to recover in
boundary region
recovery priorities.
case of limited available resources.
• Reduction of discrepancy in investments for disaster
risk reduction and management.
Coordination of non- • Need for synergies
• Inclusion of representatives of the most important
governmental
and coordination
non-governmental organizations within coordinating
organizations
among noninstitutions, with the purpose of coordination rather
governmental
than dictation of activities.
organizations;
• Expansion of national non-governmental
organizations’ competencies to support those of
• Need for synergies
and coordination of
local counterparts.
non-governmental
• Enhancement of the coordination of nonorganizations with
governmental organizations at the local level, which
international,
will prevent the duplication of and waste of effort
national, and local
and resources.
authorities.
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Key issue

Needs

Possible solutions/best practices

Sharing
of • Need for compatible
information, data,
standards between
and hazard/risk
countries;
• Need for common
assessments
assessment
methodologies.

• Promotion of task-oriented volunteering and
solutions for cross-border cooperation.
• Standardization of thresholds and alerts among
countries regarding the definition of a disaster.
• Standardized communication between responsible
agencies
• Standardized communications of warnings to all
parties with a special emphasis on infrastructure
operators and the general public. This should also
include communication from and to nongovernmental organizations.
• Standardization of available data and information
(including hazard maps, exposure and vulnerability
assessments), while ensuring that security and
commercial concerns are still met.
• Creation of a shared disaster risk memory across
borders.
• Investigation of the scale and type of hazards that
may be expected both individually and with a multihazard approach. This process should be supported
by a wide cross-disciplinary approach and include
extensive communications between all relevant
actors.
• Use of probabilistic models to support decisionmaking process and allow disaster risk management
choices based on the derived knowledge/results.
• Improvement of communications between
scientists and decision-makers by analyzing worst
and best-case scenarios, their probability of
occurrence, and their expected impacts.

6.3 Readiness for cross border disaster management
This section presents a methodology developed by the Organization of Security and Cooperation in Europe
(OSCE (2013)) for the self-assessment of nations in an effort to increase preparedness for possible cross-border
implications of crises. The aforementioned methodology involves the assessment of several actors at multiple
authority levels. The assessment is achieved through a 5-step process. Figure 7 depicts the steps of said
approach in order.
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Figure 7: The five-step approach for the self-assessment of readiness for cross-disaster management [Source: OSCE,
2013]

The first step encompasses the initiation of the process by the actor that is conducting the self-assessment.
Ideally this actor is the one responsible for disaster management and a thorough review of the roles and
responsibilities of all actors as well as mechanisms, procedures, and laws in place has already being conducted.
The main actor is expected to coordinate with other actors in conducting an inter-agency self-assessment that
provides an overview of national capabilities.
The second encompasses the conduction of a jointed assessment of all relevant border related agencies. It
promotes contact between actors and is an awareness exercise on its own. It allows for officials from various
backgrounds to identify differences between themselves and colleagues from other agencies.
The third step is facilitated by a series of predefined question sets. These questions are drafted in a way that
a positive answer does not require further exploration. However, a negative answer indicates a gap where
room for improvement exists. These questions are not meant to provide an overall score but to highlight areas
of improvement.
The fourth step revolves around the communication of results with external international bodies with goal of
a more in-depth assessment or the discussion of other possible types of cooperation.
The fifth step revolves around renewed inter-agency communication in an effort to communication lessons
learnt and retain the momentum of this joined effort.

6.4 Requested actions to support cross border cooperation
The aim of this section is to propose specific activities oriented towards the support of the European (Union)
Civil Protection Mechanism (UCPM). Drawing aspiration from the fact that from the fact the Mechanism relies
heavily on the notion of willingness to support as well as on volunteering, two class of actions are proposed.
The first class refers to actions to be taken individually by each involved country while the second refers to
activities to be taken jointly by neighboring countries. CBRN risks is a topic where mechanism modules are
needed the most and where UCPM has not as much certified modules as it should have based on CBRN risks
in EU and neighboring / associated countries.
The actions to be taken individually by each involved country are listed as follows:
•

•

Creation of a contact point: This action refers to the creation of a new authority or to the delegation
of the responsibility to an existing authority to act as a representative of the cross-border regions to
the European Civil Protection Mechanism (i.e., through Civil Protection General Secretariat – GR, Civil
Defense (CY), and Ministry of Interior of Fire Brigade (BG).
Determination of available resources: The aforementioned authority shall draft a pool of resources
and experts capable of providing support to disaster management operations.
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•

•

•

•

•

•

•

•

•
•

Communication of available resources: Another responsibility of the aforementioned authority is the
communication of the pool of civil protection resources and of the existing relevant capacities to
centralized EU civil protection structures and information systems, such as the CECIS and the IMC.
Enhanced detection and early warning: This action refers to the modernization/advancement of
hazard detection and early warning systems taking into account that the acquisition of knowledge
before the full-scale propagation of a potential disastrous event facilitates the effective deployment
of the Mechanism.
Assurance of the integrity of civil protection units: It refers to actions oriented towards the
enhancement of the self-sufficiency of civil protection units in terms of staff, equipment,
consumables, and arrangements during operations in another country and for a specific period of
time.
Identification of funding mechanisms: This action refers to the identification of appropriate funding
mechanisms necessary for assuring the self-sufficiency of civil protection units as well as for their
mobilization and transportation in case of an emergency. Community funding opportunities should be
explored, while adopting a targeted approach.
Identification of volunteer groups: This action refers to the identification of volunteer groups that are
willing to be engaged actively to the operation of the Mechanism and support any necessary
processes. Such an action will also ensure a collective ability regarding the management of
emergencies.
Drafting of prevention strategies and involvement of local and regional authorities: This action refers
to the drafting of appropriate strategies for preventing disasters as well as to the assurance of the
active participation and involvement of responsible local and regional authorities, such as the civil
protection departments of municipalities and regions and fire brigade regional and regional units’
administrations. Such an action will facilitate the coordinated deployment of the Mechanism taking
into account specific needs of each area. Moreover, it will reduce its burden and will enable its
complementary nature by preventing the occurrence of disastrous events and will, in turn, render civil
protection available for handling other, potentially more critical, incidents.
Reduction of inequalities: This action refers to the reduction of inequalities, in terms of available civil
protection resources, among the various areas collocated within a region, while taking into
consideration the vulnerability of each area. Such an action will facilitate the efficient and effective
deployment of the Mechanism in case of an emergency.
Development of communication channels: This action refers to the development of appropriate
communication channels between the authorities involved in civil protection, aiming to coordinate to
the provision of support to the Mechanism.
Simplification of administrative procedures: This action refers to the lean redesign of administrative
procedures required for providing support to and receiving support from the Mechanism.
Awareness raising and training: This set of act actions revolves around the awareness raising of
citizens regarding disasters and their potential impacts as well as their proper training. Such a set of
actions is expected to expand the society involved in civil protection (e.g., volunteer groups) and, by
that means, positively influence the operation of the Mechanism.

The actions to be taken jointly by all involved countries are the following:
•

Cross-border collaboration between civil protection authorities: This action refers to the crossborder collaboration between authorities tasked with civil protection involved in projects/ initiatives
from both bordering countries as well as to the creation of the appropriate communication channels.
Such a collaboration provides an opportunity for practicing the exchange of resources during an
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•

•

•

•

•

emergency and for assessing foreign resources required to support civil protection operations.
Moreover, it is expected to contribute to the coalition of available resources, in order to jointly support
the Mechanism.
Cross-border exchange of good practices: This action revolves around the exchange of good practices
regarding disaster management. Such an action will enhance civil protection capacities of both
bordering countries and will render them competent to participate in the Mechanism.
Creation of a cross-border network and promotion research activities: This action revolves around
the creation of a network of actors interested/involved in civil protection and the conduction of
research endeavours oriented towards the enhancement of disaster management and civil protection
as well as support of the Mechanism.
Development of a holistic cross-border disaster management database: This action revolves around
the compilation of a database the content of which will be related to the recording of prevention
strategies and preparedness plans and the recording of past experiences and lessons-learnt. Such a
database will constitute a knowledge base for both regions to improve their civil protection and
disaster management capacity and reengineer their adopted relevant processes appropriately, if
necessary.
Cultivation of a common cross-border understanding regarding disaster risks: This action revolves
around the cultivation of a common understanding toward disaster risks by utilizing any existing mean
(e.g. joint workshops and meetings). Such a common understanding ensures that the actors involved
in the deployment of the Mechanism in case of an emergency will speak the same language and
maximize their respective operational performance.
Conduction of joint cross-border exercises: This action refers to the conduction on a regular basis of
joint cross-border civil protection exercises. Such exercises constitute a perfect opportunity for the
actors involved in civil protection to be aware of the peculiarities and of the special needs of the
neighbouring areas as well as to be aware of the limitations of civil protection structures in each
region. Therefore, said actors will be better prepared to provide support in case of an emergency via
the operation of the Mechanism.

6.5 The Union Civil Protection Mechanism Framework
Within the EU, a Community Civil Protection Mechanism was established in 2001, aiming to provide assistance,
under request, to Member States (MS) in case of emergency events (Council Decision 2001/792/EC). Therein,
the overall framework for effective collaboration, coordination and assistance provision between Member
States during emergency situations is set and described. Moreover, the responsibilities of the Commission and
of the Member States within the context of Mechanism, the opportunities for use of the Mechanism by the
Member States, as well as the processes that should be followed are determined and specified.
In detail, the Council designates the Commission as the responsible body for the central coordination of the
mechanism, while each Member State is responsible for setting a national contact point with the Mechanism
and it determines the emergency resources that can be made available to the Mechanism. Regarding the
processes that should be followed in case of an emergency event, as these are described in the Decision, each
Member State has to be addressed to the central Mechanism or to other Member States for help acquisition,
if this is deemed necessary due to its limited capacity to respond to a hazardous/disastrous event or because
of the cross-border characteristics of the threat. Member States, in case of an emergency event, remain
responsible for the resources they provide, while the specific Member State requesting assistance is
responsible for the management and coordination of all means rushing to its aid. Within the council decision,
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a central emergency information and monitoring management center for the Community is also founded (as
part of the mechanism), operating 24 hours a day under the responsibility of the Commission, while a
communication system between the Center and the Member States is established and the importance of
training actions is highlighted.
In 2003, the Commission also issued a decision in which rules for the implementation of the Mechanism are
specified, mainly concerning the establishment of a Common Emergency Communication and Information
System (CECIS) in physical and technological terms, the development of the Monitoring and Information
Centre (MIC), the necessity on behalf of each Member State to report their resources and provide experts
available to the Mechanism, and the training actions that should be undertaken (2004/277/EC). The
architecture of the MIC is schematically represented in Figure 8.

Figure 8: Architecture of the European Management and Information Center (MIC) [Source: BIICL, 2010]

The 2001/792/EC decision was amended in 2007 (2007/779/EC), reinforcing the Mechanism in terms of
improving the cohesion and efficiency of the Union’s response under emergency situations. The amended
decision distinguishes two phases of emergency management; these of preparedness and response. For these
two phases the amended decision provides a clearer and more detailed, allocation of roles and description of
processes and flows. The 2007/779/EC amendment also emphasizes on the need for development and
implementation of tools and systems regarding the detection and early warning of disasters, in order to
improve and facilitate a rapid response.
The 2007/779/EC decision was implemented by the Commission via the 2008/73/EC, Euratom decision, which
specifies rules regarding the minimum required characteristics and the operational capacities of the civil
protection resources, intervention teams and technical assistance (support systems) that participate in the
Mechanism, so as to be able to effectively participate in response actions and cooperate with the civil
protection modules of other countries in the context of the Mechanism. In addition, the 2010/481/EU decision
highlights that Member States should ensure the on-site self-sufficiency of their units, in terms of staff,
equipment, consumables, and arrangements during operations in another country and for a specific period of
time. Moreover, the Commission issued the 2007/606/EC decision, setting rules and processes concerning the
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funding support that can be provided to Member States for the transportation of their units to the affected
country.
The abovementioned framework emphasizes on the development of the European Civil Protection
Mechanism, which:
•
•
•
•

operates under the coordination of the Commission
mainly covers the phases of preparedness and response
has specific rules
is based on the voluntary provision of civil protection resources on behalf of the MS to the disposal of
the Mechanism in case of an assistance request

Nevertheless, each Member State retains the responsibility for the formation, equipment and operation of its
civil protection resources. Thus, the effective response in the Union is based on the expression of the EU
solidarity through the provision of assistance to Member States, while respecting the national responsibility
for civil protection (EU, 2008a). Till this decision, the framework of disasters was limited only to preparedness
and response.
The need for a more holistic approach in emergency and disaster management, including the addition of
prevention in the civil protection process (emergency management cycle including prevention, preparedness,
response and restore) has been expressed in the “Council Conclusions on Reinforcing the Union's Disaster
Response Capacity – towards an integrated approach to managing disasters” (EU, 2008a). The Council also
recognized that the coordination and development of coherent structures at different levels (local, regional,
national, European) can enhance the integrated and overall efficient disaster management in the Union.
Therefore, the Council called the Commission to elaborate proposals regarding disaster prevention actions
and to seek the participation of Member States in this process.
The importance of the holistic approach in disaster management with emphasis on prevention and the need
for the EU to move in this direction is also recognized in several resolutions of the European Parliament, in
which it is highlighted that an effective EU policy should not only consist of a risk-based approach for the
preparation for extreme events but also in the elaboration of integrated and coherent strategies targeting at
the reduction of vulnerability. The latter is closely connected to the adaptation needs arising from the fact
that humanity inevitably faces the consequences of the climate change. Therefore, the European Parliament
sets the directions that should be followed in the field, such as:
•
•
•
•
•
•
•

The encouragement of the exchange of prevention good practices between Member States
The more intensive induction of prevention in EU policy
The provision of support by the EU to Member States for the adoption of prevention measures
The active participation and involvement of local and regional authorities in the elaboration of
prevention strategies
The reduction of inequalities between regions and Member States, regarding their capacity in civil
protection considering the most vulnerable areas
The enhancement of the cooperation and coordination between the different involved entities and
development of cross-border synergies and networks
The induction of disaster prevention in the Operational Programs of the Union

Despite the fact that various policies, rules and measures regarding the prevention of specific disasters have
been implemented in the EU, the lack of a strategic approach in disaster prevention has been recognized in
Council’s decisions and resolutions of the European Parliament (EU 2008a; EU 2008b). Moreover, the frequent
transnational and cross-border nature of disasters, the economic impacts at specific sectors of the Community,
and the economic support that is required by the EU in case of disasters make the adoption of a Community
approach in disaster prevention necessary. Therefore, the Commission has been committed to the
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development of such an approach for the prevention of natural and manmade disasters (COM, 2009). The
proposal regarding this strategy is based on the elaboration of a set of actions along three lines:
•
•
•

creation of the conditions for the development of a knowledge-based prevention strategy
linking of actors and policies throughout the disaster management cycle,
transformation of existing instruments to perform better disaster prevention.

It has to be underlined that the undertaking of actions at a European level is supplementary to the actions
taken by Member States (as each Member State is responsible for the effective civil protection within its
territory). Indicative actions related to the three lines are listed in Table 1 below.
Table 2: Indicative actions defined by the Commission [adapted from: COM, 2009]

Creating the conditions for
the development of
knowledge-based disaster
prevention policies at all
levels of administration

Linking the actors and
policies throughout the
disaster management cycle

Making existing
instruments perform better
for disaster prevention

Inventory of information on
disasters

A more efficient targeting of
Community funding

Developing guidelines on
hazard/risk mapping

Extending the lessons learnt
exercises to disaster
prevention
Training and awarenessraising in the area of
disaster prevention
Improving the linking
between actors

Encouraging research
activities

Reinforcing early warning
tools

Spreading best practices

Taking account of disaster
prevention in existing
Community legislation

In response to the framework and the overall process, the Commission drafted guidelines regarding the
mapping of hazards and risks.
The above-described context is integrated into the European Legislation through the 1313/2013/EU decision,
where the overall discussion regarding the need for elaboration of a European strategy and a common
approach in the field of disaster prevention is officially incorporated in the EU legislation. The Commission
supports, promotes and undertakes actions targeting the enhancement of prevention, such as the
development of a knowledge base of prevention practices, the exchange of good practices and information
between Member States, the disaster risk assessment, mapping and prevention measures’ undertaken by
Member States’ side, the identification of risks at EU level, the availability of necessary funds and the raise of
awareness and training of the public. As stated, Member States should move towards the development of risk
assessments at national and, if necessary, sub-national level, communicating the outcome to the Commission,
improve their disaster management planning and report their disaster management capacity to the European
Civil Protection Mechanism.
Concerning the phases of preparedness and response, the 1313/2013/EU decision emphasizes the need for
strengthening the capacity and operational ability of the Common European Mechanism and highlights the
need for a coherent approach in the Union. Therefore, the need for a close collaboration of the Commission
with Member States is stressed via improvements in disaster response operations, training and elaboration of
disaster scenarios so as to obtain a common understanding about the processes of civil protection.
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Said decision also establishes the European Emergency Response Capacity, a pool of resources, response
capacities and experts, as the evolution of the disaster response part of the Mechanism. Furthermore, it
assigns the specification of the number of modules that are necessary for the Commission as well as the
requirements regarding the technical specifications and the operational capacity of the modules provided by
States, so as to ensure the effectiveness of the mechanism and the coherent response. In addition, the need
to develop early warning systems and integrate them at a transnational level is highlighted.
The activation of the Mechanism in cases of cross-border threats is also underlined in the 1082/2013/EU
decision of the European Parliament and the Council Decision of 22 October 2013 on serious cross-border
threats to health.
As described in 2013/1313/EU, the Member States that are affected by a phenomenon that might obtain a
trans-boundary dimension, should immediately inform the potentially affected country, and in case of a high
severity, the Commission as well. Apart from aid provision in extraordinary cases of risk, members of the
Mechanism are able to ask for a pre-positioning of response capacities from the Mechanism.
In essence, through the establishment of the European Mechanism and the operation of the relevant
departments and communication mechanisms the EU tries to:
•
•

•
•

•
•

Develop coordination and communication channels between Member States with the supervision of
the Commission
Develop a European response capacity, which will be based on the existing capacities of Member,
which are provided on a voluntary basis, also without affecting the operational responsibility within
each Member State
Develop a common understanding in disaster response between Member States so as to facilitate and
improve the efficiency of joint responsive actions
Record the existing response capacity of Member States through the development of a common pool
so as to acquire knowledge in relation to the operational capability of each Member State and ensure
the targeted allocation of resources in case of an event
Apply the requirements so as to ensure a minimum level of operational capacity and enhance the
effective and coordinating response
Enhance and consolidate the existing early warning systems so as to ensure the transitional effective
preparedness

In November 2017, the Commission drafted a proposal aiming to achieve the following three objectives
(Gardini, 2019):
•

•
•

Reinforcing the collective ability to respond to disasters and to address identified capacity gaps by
creating a dedicated reserve of response capacities at EU level, rescEU, and enhancing the existing
voluntary pool which will be known as European Civil Protection Pool (ECPP)
Strengthening the prevention and preparedness action as part of the risk management cycle and
improving coherence with other EU policies dealing with disaster risk prevention and management
Simplifying the administrative procedures to ensure rapid access to assistance

Additionally, on May 2018, the European Parliament adopted amendments to the Commission proposal
related to (Gardini, 2019):
•

Flexibility of rescEU capacities, their additional role vis-a-vis the Members States capacities under the
Pool, and the share of strategic and operational responsibilities for the command and control
• UCPM field of action to be extended to terrorist attacks and chemical, biological, radiological and
nuclear threats
• Regional and local dimension of the issue
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•
•
•
•

Importance of Member States prevention and preparedness plans, especially in relation with
investments and post-disaster reconstruction
Relation with other EU funds, such as the Solidarity Fund
Union financial support for national assets that are not pre-committed to the ECPP
Member States risk assessments that should also take into account the specific risks to wildlife and
animal welfare
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7 QROC and Cross Border Cooperation
There should be no ddifferentiation among training needs and trainees’ profile between staff at national
operational centers and regional / cross border ones for the LEAs staff participating in QROC project activities.
The analysis of past events fails to examine such dimension not only in the framework of our project but also
in others. From the three scenarios elaboration we can also see that the cross-border dimension is not a key
element of working culture and it took several months before we manage to include that dimension in the
scenarios. Yet with limited interaction with other agencies that will be engaged after a complex CBRNE event,
during which LEAs’ staff will most probably be under the orders of a civil protection operational center and
coordinating body, where all key players will be active and work together. Exercises’ scenarios tend to focus
at national territories and that partially explains the difficulties in cooperation between national operational
centers once real cross border events happen.
One of the major problems in cross border cooperation –especially at CBRNE events- is the difficulty to identify
the exact counterpart in the neighboring country. Training exercises help address that problem. However, this
is not enough. Staff turnover –in various positions- may communication more difficult and this is the reason
that standard operating procedures and protocols have to be in place (and frequently tested and updated) for
cross border cooperation. Towards that direction table top exercises are not enough and field exercises based
on realistic scenarios can show the limitations of existing situation and provide feedback to improve
cooperation framework.
Therefore, through present QROC training manual –as well as training platform we focus on joint training in
scenarios with strong cross border elements and with engagement of staff from entities different from LEA’s.
The aim is to formulate a future basic trainee profile for staff working at operational centers that may be
engaged in cross border management events, which will allow effective response, independently of the case.
Then, based on the evaluation of the training and the capitalization of outcomes to improve plans and
procedures QROC consortium will define the specific areas where training must differentiate. The suggestions
will be included in the regular schedule of training / exercises by all LEAs in the consortium.
Training standards per participating LEA on cross border cooperation have to be compared and harmonized.
In that case cultural differences may also hinder communication due to potential misinterpretations of
received information. QROC can organize and propose regular cross-cultural communication training
programs. However, as in all cross-border activities, national authorities and Governments can make the
difference if engaged.
QROC initial findings from the scenarios’ building procedures and the conduction of the 1st –simple- table top
exercise, are fully in line with a review that was conducted by Jeraj (2014) for the purposes of the 22nd OSCE
Economic and Environmental Forum, identified best practices for bilateral and regional cooperation in disaster
management based on the experiences of Slovenia. In the context of this review, Jeraj (2014) highlights the
following points that should be considered for cross-border crisis management:
•

•
•
•

“The significance of close cross-border cooperation and regional cooperation should be recognized in
strategic national documents, defining national disaster management policy and related sector
policies”
“Formal agreements, as well as procedures for close cooperation with neighboring and other countries
should be concluded or other arrangements established”
“Organizational structures and procedures to effectively implement bilateral cooperation should be
established, i.e. joint committees, working/ expert groups, project teams, and other forms”
“The cooperation should include different levels (national level, border regions, capitals, regions
sharing similar risks, etc.) and organizations (police, fire brigade, health services, national disaster
management organizations, rescue services, NGOs, research institutions, etc.)”
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•

“Examples of good practices should be promoted and experience shared”

Moreover, Jeraj (2014) notes that areas of bilateral and regional cooperation should include the following:
•
•
•
•
•

“Early warning, notification and mutual exchange of information on hazards and occurrence of
emergency situations and disasters”
“Exchange of knowledge and experience”
“Joint education, training and exercises”
“Rendering assistance in case of disasters, cooperation in international disaster response interventions
(arrangements for border crossing in case of emergency)”
“Other forms of cooperation”

Indeed, all these aspects have been discussed by QROC partners in Kick Off meeting and online sessions as
well as in 1st table top exercise conduction and evaluation.
Comparison with similar training activities, (to be) conducted by other projects working at the same topics as
QROC will be encouraged to be able to generalize the findings, put them in criticism and spread to European
LEAs community. Also, cooperation with EU CBRN risk mitigation centers of excellence will be sought, -one
initial failure failed due to the fact that none of QROC partners is member of those networks- and this is
another proof that in CBRNE management only joint approached have significant potential to succeed.
Cooperation with INTERPOL to build on existing knowhow and experience and contribute the specific findings
of QROC project.
At some point of QROC preparation of scenarios for cross border cooperation the possibility of a civil – military
alliance issue was raised in case of a terrorist attacks included in the CBRNE fields of intervention. Even though
we didn’t opt for that the experience of LEAs staff and the discussions among them revealed a key factor that
can enhance cross border cooperation during a complex CBRNE event: The processes of information sharing
during the preparatory and response phase can provide an entry for a possible cross-border cooperation,
before the foreign assistance through physical resources such as manpower or equipment. Information sharing
is not to be considered as an individual process; it is rooted into other aspects of any CBRN response. In all
QROC scenarios and table top exercises we put a lot of emphasis on information sharing looking for the best
system / platform to use in emergencies and also in LEAs’ receiving information from other operational centers
or headquarters (could be national civil protection operational center, World Health Organization
headquarters, rescEU mechanism coordinating centers, EU CBRNE centers network of excellence etc.
Information sharing –even at the exercises phase-help all entities familiarize with the demands of interagency
cross border cooperation leading to a smooth transition to a full cooperation era.
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8 QROC Training Manual Use in parallel with QROC Training
Platform and other training tools/software
There are several approaches and frameworks that guide trainers in the way in which they may consistently
transfer information and knowledge to trainees. The term Instructional system design (ISD) refers to a
systematic process for the assessment and development of training solutions, designed specifically for the
purpose of formal training delivery (Training Industry, n.d.). Figures 9 and 10 presents the two currently most
widely recognized instructional design models. Of these two models ADDIE is the one that most fits the
purposes of the QROC software training activities –especially the training platform, bearing in mind that these
are not meant to send the software solution back to the drawing board but rather train officials and first
responders in their use. And indeed, despite the interaction during training platform design the 2nd model rally
applies in QROC case. Moreover, agile training requires by definition multiple iterations and a wider timeframe
(Stephen Downes, 2015). Hence, a flexible ADDIE approach was chosen.

Figure 9: The ADDIE model [Source: Jake Huhn,2013]

Figure 10: The Agile model [Adapted from: Stephen Downes,2015]
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Here we focus on specific key the tasks associated with the ADDIE approach. These tasks are the analysis of
the require tasks during training, the development of appropriate objectives, the selection of instructional
material and training methods, and specification of learning events and their participants. In this framework
current manual, but also the majority of manuals that may be used in the future by LEAs’ staff will be used.

8.1 Trainer’s Skills
Trainers constitute are a vital part of most methods and attempts in transmitting knowledge and cultivating
skills. Typically, they need to fully understand the issues at hand. When that refers to a specific system, rather
than a subject, they need to be intimately familiar with its functionalities and processes. They should be able
to the rationale of the overall training plan including any individual modules. Furthermore, they should be
oriented on satisfying the individual needs of all trainees as well as be equipped with a wide range of skills and
play a variety of roles, in order to be able to do so. Table 1 summarizes the roles that a trainer is required to
undertake as well as skills that are needed for each role.
Table 3: Trainer roles [Adapted from: Marek Hyla, 2015]

Designer

Leader

Presenter

Expert
Organizer

• Adapts the training programme to meet the needs of the trainees
• Knows and uses the principles of teaching adults
• Introduces adequate training methods
• Designs training manual and learning materials
• Delivers train-the-trainer workshops
• Defines the training situation
• Manages the work of the training group
• Acts towards reaching the training goals
• Understands and controls the group process
• Reacts in difficult/unexpected situations
• Defines presentation structure and delivers presentation
• Reinforces interest of the training group
• Facilitates understanding of the presentation
• Inspires and engages audience
• Uses appropriate tone, visual aids and body language
• Keeps contact with the audience
• Presents the subject
• Makes use of their expertise
Before training:
• Learns about the participants and training location
• Prepares materials
• Arranges venue/hosting
During training:
• Takes care of trainees and training resources
After training:
•
•
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Moderator

Ally

•
•
•
•
•
•
•
•
•

Uses discussion as a learning method
Know and uses methods of leading discussion
Stimulates engagement of trainees
Activates the process of sharing experiences
Takes care of good and friendly contact with the training group
Promotes trainees’ feeling of security
Supports trainees in exercises/workshops
Amplifies positive behaviors
Facilitates good relations between participants

8.2 The Learning Process
Before designing a training session, it is important to understand the process through which individuals learn.
Table 2 summarises the various stages of learning as well as examples of related learning activities.
Table 4: Stages of learning [Source: UNSW, n.d.]

Stage of learning

Examples of related learning activities

Be introduced to it

Overviews, preliminary reading, listening to discussion, presentation,
websites, media or video clip

Get to know more about it

Lectures, further reading, group discussion, demonstrations, asking
questions, relating to earlier learning experience, interactive
websites, audiovisual material, media, research projects

Try it out

Practical projects, discussion of ideas with peers and teachers, design
tasks, structured experiences, role play, skills laboratories, writing

Get feedback

Informal and formal feedback with criteria from self, from peers,
from teachers, from colleagues, from family and friends

Reflect, adjust and try again

Through contemplation, writing, reflective journals, discussion

Similarly, Figure 11 depicts another model of the learning process. In this particular model learning is broken
down into four distinct stages, namely the experience, the processing, the generalising, and the applying
phase.
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Experiencing Phase
What is happening?
What did they do?
What did they say?
What did you observe?
What did you hear?

Applying
Phase

Processing
Phase

What are the options?
What might you do to
help/hinder yourself?
What specific steps will
you take now?

How did you feel?
How many felt the same?
What was the impact?
How was that good/bad?
What was really
going on?

Generalizing
Phase
What did you learn?
What does that remind you of?
What do you associate with that?
What will you do differently?

Figure 11: The learning process [Adapted from: Al Best, n.d.]

8.3 Training session design
There are several factors that may enhance the motivation and engagement of trainees. Key amongst them
are the following (Derek Bok 2006):
•
•
•
•
•
•

Training session design that addresses the needs and expectations of trainees
teaching that inspires and rewards commitment and restates the purpose of study
inclusion of trainee individuality and diversity
opportunities to work with others
timely and effective feedback from trainers and trainees
being active rather than passive learners

Paramount among the aforementioned factors is an appropriate and effective design of the training session.
Figure 12 depicts the main concepts that should be considered before designing a training session. These are:
a) the basic ways in which a lesson should be planned, b) the material that should be included, and c) factor
that may affect the training sessions structure.
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Figure 12: Designing a training session [Adapted from: David Leigh, 2006; Karen Lawson, 2006]

8.4 Available training methods
Many avenues exist to train individuals. However, bearing in mind that each method has certain inherent
advantages and disadvantages, it is key to match the appropriate training method with the appropriate
situation (hr.com, n.d.).
Table 4 lists and describes ten common training methods as well as their advantages, disadvantages, and
optimal group sizes. Figure 13 summarises the ways in which these of training methods perform for various
learning objectives.
Table 5: Training methods and their characteristics [Adapted from: David Leigh, 2006]

Method

Description

Advantage/ disadvantage

Lecture

Verbal presentation of a
single topic with or without
the use of audiovisual aids.
May include opportunities
for feedback as means of
increasing participation

High level of control over time and Unlimited
content (+)

Case study

Suitable for large groups (+)
Lacks in interaction (-)
Low retention (-)

Group presented with Simulates working reality (+)
factual information based
Risk free exercise (+)
on a real situation and
asked to discuss the Time consuming to prepare (-)
problems, analyze the
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Method

Description

Advantage/ disadvantage

Group size

issues
and
provide If not topical loses credibility (-)
recommendations
Games

The form depends on the
game or exercise in
question. They generally
involve an element of
competition or change.

Provides overview of training (+)

Varies

Demonstrates interdependencies (+)
May help in team building (-)
Possible resistance to playing “games”
(-)
May feel unrealistic (-)

Workshop

Film

Opportunity to discuss or
discover
practical
approaches to handling
given situation. Emphasis
on practical realities rather
than theoretical input and
very subject specific

Transferable training
applicable (+)

May provide a pre-recorded
training film on the subject
or be used a means of
showing
a
live
contemporaneous action.

Entertaining (+)

immediately Maximum 20

Informality (+)
Different learning requirements of
participants (-)

Memorable (+)

Unlimited but best
for groups of 1020 in size.

Expensive to make (-)
Requires equipment (-)

May be use documentary Can be seen as “filling in time” (-)
and/or dramatization styles
Programmed Means
of
presenting
instruction
information in a systematic
way (by book or computer),
so that after each segment
(or ‘frame’) of information
the learner is required to
test their understanding. If
this response is correct the
participant will continue. If
incorrect either the right
response is indicated or the
information is repeated
before
rechecking
understanding.
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Method

Description

Advantage/ disadvantage

Group size

Role playing

Enactment of selected
situations related to the
subject at hand allowing the
group to explore variety of
approaches to a given set of
circumstances

Enjoyable (+)

6-8

Means of gaining insight
into the effect of behavior
on others by encouraging
members of the group to
examine and comment
upon both the behavior of
the
group
and
the
individuals who go to make
up the group

Widens understanding of
behavior and responses (+)

Sensitivity
group

Evaluation of the Effectiveness of Training Methods

1= High
8 = Low

Knowledge
acquisition

Develops empathy and team spirit (+)
Can become frivolous (-)
Gauge of performance not problems (-)
human Maximum 8

Increases personal development (-)
Open and intensive nature can be
intimidating (-)
Needs special training to handle high
risks involved (-)

Attitude change

Problem solving

Interpersonal
skills

Participants’
acceptance

Knowledge
retention

Medium

4

Medium

5

High

1

Medium

5

High

1

Medium

4

Workshop

High

1

Medium

3

Medium

4

Medium

4

Medium

5

High

2

Lecture

Low

8

Low

7

Low

7

Low

8

Low

7

Medium

3

Games

Medium

5

Medium

4

High

2

Medium

3

High

2

Low

7

Films

Medium

6

Medium

6

Low

8

Medium

6

Medium

4

Medium

5

Programmed
Instruction

Low

3

Low

8

Medium

6

Low

7

Medium

8

High

1

Role Playing

High

2

High

2

Medium

3

High

1

Medium

3

Medium

6

Sensitivity
Group

Low

7

High

1

Medium

5

High

2

Medium

6

Low

8

Case Study

Figure 13: Evaluation of the effectiveness of training methods [Adapted from: David Leigh, 2006]

8.5 Training evaluation process
For any training session plans must be made for the evaluation of its results. The degree to which a training
session has achieved its objective provides critical insight into adjustments that should be made before
repeating either with the same or a different group of trainees. One of the most widely known and used
training evaluation framework is the Kirpatrick model (Figure 14).
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Figure 14: The Kirpatrick model [Adapted from: CalSWEC, n.d.]
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9 Training in Exercises and their Evaluation
Natural and man-made disasters can have serious effects on communities and the areas they live in. To this
end, it is of significance to ensure the readiness of civil protection mechanism to respond to hazardous events
and crises posing as an objective to minimize casualties and damages to the environment and property.
An effective and fundamental tool to ensure said readiness is civil protection exercises, which train and
prepare civil protection forces to react promptly and in a coordinated manner in case of a disaster. Such
exercises commonly involve more than one country, especially when their geographical scope is within border
areas, which is the case for the QROC exercises, even if only table top at this stage (EC, 2019).
The life-cycle of civil protection exercises closely resembles the preparedness against disaster cycle (Figure
15), which is comprised of following successive stages: a) planning, b) organizing, c) training, d) equipping, e)
exercising, f) evaluating, and g) taking corrective actions. This is to be expected since the goal of preparedness
activities against natural and man-made disasters are conceptually in line with the goal civil protection
exercises (i.e. readiness to respond promptly, effectively, and in a coordinated manner).

Figure 15: Fundamental stages of preparedness cycle [Adapted from: WHO, 2017]

This document focuses on the last two of the aforementioned stages, namely the evaluation of the QROC civil
protection exercises and those that will follow project termination, as well as the mechanisms which its results
may form lessons to be learned and communicated amongst interesting parties. Therefore, the following
sections of this document are organized accordingly.

9.1 Principles for the evaluation of LEAs’ joint civil protection exercises
As UCPM (2019) successfully recommends, the execution of a civil protection exercise without a wellorganized and well-developed exercise evaluation report is of little use besides for those who took part in the
exercise. Therefore, this section provides valuable insight concerning the principles upon which the QROC civil
protection exercise’s evaluation should be designed.
According to Cambridge Dictionary (n.d.), evaluation can generally be defined as the process of judging or
calculating the quality, importance, amount, or value of something. Alternatively, evaluation can be viewed as
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the process the scope of which covers the review of initiatives, operations, and actions, with the goal of
ensuring, maintaining, or even improving their quality (Swedish Civil Contingencies Agencies, 2011). Within
the context of Disaster Management and specifically within the context of conducting Civil Protection
Exercises, evaluation can be defined as the systematic and transparent assessment of the implementation and
the impact of an exercise towards the enhancement of societal protection and preparedness against
emergencies and crises (Swedish Civil Contingencies Agencies, 2011).
An effective form of evaluating civil protection exercise is the so-called goal-based evaluation. According to
this form, the scope of an evaluation exercise is to measure the extent to which certain predefined objectives
have been achieved. Moreover, said form of evaluation is focused towards the assessment of the degree to
which the results of an exercise may be translated into benefits in the long-term (Swedish Civil Contingencies
Agencies, 2011). To this end, it is of significance for the evaluation of any civil protection exercise, including
that of the QROC project, to take root in the plan’s procedures, and agreements of response aligned with the
indicators of each inject and the expected outcome by comparing it to the performance of the exercise
participants as a whole. This means that the evaluation should take the form of comparing "what should be"
with "what happened" in order to, in a later stage, analyze the reason for any form of deviation. The analysis
and reasoning of the deviation, whether good or bad, between desired and actual outcomes should be
compared and noted. The comparison and analysis will help form the basis of the Evaluation Report – what
happened, what should have happened and why did it deviate or not (UCPM, 2019).
During the exercise, the evaluator should systematically study how the involved actors act following the
adopted evaluation protocol. Such a process is significantly facilitated by the identification of several
checkpoints taking into account that they support the evaluator in regards to the points they should pay
special attention (Swedish Civil Contingencies Agencies, 2017). Moreover, it should be noted that the
aforementioned study is not by itself enough but should accompanied by an appropriate report, which should
be written in a clear and easily understandable manner as well as to facilitate the notion of lessons-learnt.
Taking into account that civil protection exercise often take place in more than one places and involve multiple
authorities related to civil protection, it is a sound choice to form an evaluation team, which may be comprised
of persons accomplishing the following roles (Swedish Civil Contingencies Agencies, 2017): a) evaluation
leader, b) local evaluator(s), c) system evaluator(s), and d) observers. The role of evaluation leader refers
explicitly to a single person, who is responsible for planning and the conducting the evaluation of the actors’
joint capacity against emergencies. Said person should closely cooperate with the exercise’s leader and has a
central role in the exercise management. Contrary to the evaluation leader, local evaluator(s) should be tasked
with performing actor-specific capacity assessments. Moreover, local evaluator(s) should be report to
evaluation leader, e.g., in cases of civil protection exercises that take place in more than one places (this is
often the case for full-scale/field exercises). On the other hand, system evaluator(s) contributes to the actors’
joint evaluation on the basis of a specific area of expertise and assesses what occurs at the system level, that
is, what is common to the actors and constitutes an overview perspective that is not possible for the leader
evaluator to observe during the exercise. Finally, observers are visitors with a specific purpose (e.g. research),
which may assist leader evaluator with data collection. The exact number of evaluators needed varies from
exercise to exercise, and can dependent on the exercise’s extent, complexity and duration (Swedish Civil
Contingencies Agencies, 2017).
Regarding whether evaluators should be internal or external, it should be noted that the most influential factor
affecting such a decision is the degree of impartiality or independence from the organizations participating in
the exercise. Hence, the evaluators should come from another actor than the one to be evaluated. In the case
that an exercise is chosen to have several evaluators, they can be a combination of both internal and external.
Such an approach can reduce the risk of eventual conflicts that the internal evaluator might sense and, at the
same time, facilitate the information gathering that the external evaluator needs to perform by having an
internal evaluator to work with (Swedish Civil Contingencies Agencies, 2017).
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Another aspect that should be taken into consideration when choosing evaluator(s) is their backgrounds and
qualifications. A good-practice is to choose an experienced and well-acquainted evaluator with the operations
or activities that are to be evaluated. In other words, the evaluator(s) should be competent on disaster & crisis
management and civil protection exercise methodology, as well as be able to gain the respect of the various
participants (Swedish Civil Contingencies Agencies, 2017). However, taking into account that is not always
feasible for an evaluator to be simultaneously experienced in disaster & crisis and in the conduction of civil
protection exercises as well as competent on presenting results orally and in written form, they should be
adequately supported by the rest participants during the evaluation process.
Finally, it is of significance to ensure that any assessment is based solely upon objective evidence. Such
evidence will need to be verified by observations of any response activity, exercise participants debriefing or
feedback, logs, e-mail traffic, voice mail capture, or any form of recoding. Making use of multiple sources is
also important. The triangulation of data and thereby re-verification of data or observations provides a strong
argument for its reliability. It is also important to ensure that the findings from the exercise conducted have
relevance and could be verified from other sources outside the exercise project in order to certify that this
was not a onetime incident (UCPM, 2019).

9.2 Guidelines for the evaluation of the LEAs’ civil protection exercises
This section aims to provide the necessary guidelines in regards the process of civil protection exercise’s
evaluation taking into consideration CBRNE scenario and the focus is on multiagency cross border fullscale/field exercise that will be necessary to conduct for establishing cross border cooperation for CBRNE
activities. According, for instance, to the WHO’s (2017) approach, the life-cycle of any civil protection exercise
can be decomposed into the following stages: a) pre-exercise (that includes the sub stages of planning,
material development, and setting up the exercise), b) conducting the exercise, and c) post-exercise. It is
perceived, within the context of this document, that the description of the scope of the first stage as well as
the provision of the necessary guidelines. To this end, the guidelines provided in the context of this section
focuses explicitly on aspects related with the process of evaluation.
WHO (2017) suggests that the fifth step of the stage related to the conduction of a full-scale/field exercise is
the so-called “capturing the outcomes”. It is suggested within this step that one or more evaluators are
assigned to capture all actions, outcomes, decisions, key comments and challenges. In most cases evaluation
is done by checking against the evaluation observation template, which lists expected outcomes or actions. As
a tip it is suggested that that feedback is not given until the end of the exercise, in the exercise debrief. The
seventh step that follows the ending of the exercise is entitled “exercise debriefing “hot wash””. It is suggested
within this step that Each exercise ends with an immediate debrief also known as “hot wash,” which is a
facilitated process often conducted by the lead evaluator. The focus of this first debrief is to allow everybody
to decompress and to give participants the opportunity to provide their initial feedback on the exercise. It
does not include evaluation of exercise outcomes, nor does it go into the level of detail planned for the main
exercise debrief on the following day. As a tip it is suggested that as the exercise may have taken place at
different locations, it is important to plan a “hot wash” at each location directly after the final involvement
of that location in the exercise. After the end of the exercise, the lead evaluator will review the debrief
workshop plan for the following day. The next step is entitled as “main exercise debriefing”. It is suggested,
among others, within this step that this debrief aims to review the exercise objectives with the participants,
and capture feedback on achievements, challenges and critical gaps in plans, procedures, systems and training.
The objectives and the methodology for the main debriefing would have been set in the planning phase, and
the sessions included in the exercise agenda. The debrief captures what was learned by the participants and
observed by the evaluators, and what can be brought forward as a recommendation to improve response
capacity. Depending on the time available this debrief can include an action-planning session or a report back
session to the senior management. It is important to plan and budget for the transport of all key participants
from the different locations to the main debriefing session. Some of the participants may have never met each
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other, and the opportunity to discuss the challenges and lessons of the exercise face to face will be invaluable
for them, and for the strengthening of the response system. As a tip it is suggested that the debrief is an
essential part of the exercise, and should be allocated sufficient time. Within the next step entitled as
“closing the exercise” it is suggested, in short, that the exercise shall be considered as closed after the end of
the debrief.
WHO (2017) also suggests that the first step of the post-exercise stage is the so-called “debriefing the exercise
management team”. It is suggested within this step that the aim of the exercise management team debriefing
session is to reflect on exercise planning and implementation, and to confirm responsibilities and timelines for
completion of the exercise report. This informal discussion is often lead by the exercise director, lead evaluator
or exercise controller, with the aim of identifying lessons and opportunities for similar future projects. The
next step is the so-called “initial report to senior officials” and, within this step, it is suggested that the aim of
the leadership debriefing session is to report back to senior management on the outcome of the exercise. The
purpose is to share the exercise’s initial findings, including challenges, achievements and recommendations.
The aims of the session may also include gaining senior support for proposed recommendations or an action
plan. The next and last relevant step is entitled as “the exercise report”. Within this step it is suggested that
the report will be completed by the lead evaluator and exercise controller, drawing on the debrief notes and
reports from facilitators and observers. Written as a record of the exercise, the report presents an overview
of the exercise and—importantly—key achievements, challenges and recommendations to the leadership. The
exercise report aims to ensure that identified lessons are incorporated into the workplan, and that action is
taken on key recommendations. As a tip it is suggested that endorsement of the exercise report by senior
management and key stakeholders is essential to ensure the implementation of the key recommendations
or action plan.
Swedish Civil Protection Agencies (2017) suggest that during a civil protection there are several questions that
the evaluator must always keep in mind, and these involve the dimensions of “what”, “when”, “how”, “who”,
and “why”; All of these dimensions assist in getting an idea of and being able to explain:
•
•
•
•
•

What happened?
When did it happen?
How did it happen?
Who was there?
Why did it happen?

The fact that the above questions are often central and need to be explained does not mean that they are
easy. Neither do the actual questions provide any hints about where the evaluators should “turn their gaze”
during the exercise. To discover (observe) the answers to these and other questions, the evaluator(s) should
keep in mind that (Swedish Civil Protection Agencies, 2017):
•
•

•

During an exercise, documents are most likely produced that may be of interest for the evaluation. A
major guiding question is the following: Where do they go and who produces them?
It is not always enough to merely observe. On the contrary, it is preferable to take notes even of oral
communication and listen when contacts are made within the actor organization and with other
actors. Some guiding questions are the following: Which contacts are made and why? Which
equipment is used? Are there group discussions or conversations held two-on-two? Is the actor
proactive, or more passive, in its internal and external communication?
It is a good practice to note even non-verbal communication between the exercise participants,
attitudes, and body language. It is likely that there are formal and designated structures and leaders
that can have significance for the result.
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In regards to the way that the various questions should be asked by the evaluator(s), Swedish Civil Protection
Agencies (2017) provide the following advices:
•
•
•
•

Minimise the number of questions by noting them down to see if they are answered later in the
exercise.
Ask questions when it is convenient for the exercise participant to answer. This could be done during
a coffee-break or during a temporary lull in the tempo of the exercise.
Ask questions quickly and let the participants return to their task.
Ask questions without using evaluation jargon and avoid questions that require reflective, reasoned
responses.

Swedish Civil Protection Agencies (2017) also provide a checklist of what the evaluator(s) should do during the
exercise:
•

•
•

•

•
•
•

Be in position in good time before the start of the exercise. The evaluator(s) need to familiarize
themselves with the venue and plan where they will be during different activities during the exercise.
They shall also check one last time prior to the start of the exercise any existing technical aids, material,
and logins.
Establish contact with the evaluation leader if something has been decided about how the
communication between the evaluators and the evaluation leader will proceed during the exercise.
Present yourself to the exercise participants. In those cases where the evaluator(s) is not already
known to the exercise participants, it is important to try to establish a good contact with them before
the start of the exercise, which will facilitate the coming observation work. The presentation should
include a concise description of the mandate, how collected material is treated, contact information,
an explanation of how the evaluation will proceed during the day, and what the continuing work
involves.
If applicable, gather material about the participants. If there is any need for background information,
either about the exercise participants themselves, or their organisations, for example, information
questionnaires that include self-assessments, it can be helpful to collect them before the exercise. It
is sometimes easier to receive questionnaire responses before an exercise than after.
Supply continuous information to the evaluation leader during the exercise, according to agreed-on
routines.
Conduct the planned post-exercise debriefing, according to the evaluation instructions.
Gather remaining documentation and leave them with the evaluation leader. Part of the information
can be gathered and handed over after the exercise. There may be material, however, that has been
documented in technical systems, but that perhaps will no longer be available after the exercise. For
example: a) event logs, b) image or audio recordings, c) timelines, d) the exercise participants’ notes,
e) incident reports, f) telephone calls, logs, and recordings, and g) copies of incoming, outgoing and
internal messages.

Regarding post-exercise stage, Swedish Civil Protection Agencies (2017) suggest that within the final report
there is a need to perform a traceability analysis. Traceability implies that conclusions that are presented in
the evaluation, regarding strengths, weaknesses, and development areas can be clearly deduced from the
material that the evaluation has collected and the analysis that has been done. Moreover, Indicators and
evaluation questions should be supplied clearly along with the results. Additionally, if pure assumptions have
been used in the analysis, that should also be reported, where applicable. The requirement of traceability
applies both to the case of actors’ joint evaluation and to the case of actor-specific evaluations.
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Furthermore, the Swedish Civil Protection Agencies (2017) suggest that the crucial questions that the
evaluator(s) should keep in mind when drafting the final report are the following:
•
•
•
•
•

How did it go?
Why did it become so?
…and why did it then become this way?
Whose voice has the greatest weight?
How can results be translated into future recommendations?

Finally, taking into account that a significant part of the analysis included in the final report is going to consist
of descriptive sections, where observations and assessments are interpreted and described, the Swedish Civil
Protection Agencies (2017) suggest that in those instances that provide figures and values such as times, ages,
quantity, or figures for the response scale, “to some extent,” “to a great extent,” and so on, it can be an
advantage if one can perform both simpler and more advanced calculation to demonstrate average values,
median values, and other statistical distributions in describing the material.

9.3 Supportive documentation for the evaluation of LEAs’ civil protection exercises
The current section aims to provide the necessary documentation that supports the evaluation of CBRNE joint
cross border civil protection exercises. The provided material is mainly based on the template proposed by
the Greek General Secretariat of Civil Protection (2009), which constitutes a national Greek authority
responsible for issues regarding civil protection, and on the template proposed by the Swedish Civil Protection
Agencies (2017), taking into account their similarity. Both of the aforementioned approaches include
questions that are simply stated and an ordinal qualitative scale is provided to support the responders’
answers. A significant advantage of both approaches is the limited number of questions to asked, which
reduces the burden on the side of responders and, subsequently, may lead to more valid results.
Moreover, it should be stressfully noted that a comprehensive work has been done by HSEEP (2008) regarding
the support of civil protection exercises’ evaluation. Said work includes supporting documents for a wide
variety of activities that may include in a civil protection exercise. In total, there are 37 documents, which
cover disaster management/civil protection areas that range from handling the impacts of a disastrous event
to human beings, to public health, to infrastructure, and to the environment. The activities/documents that
are deemed as relevant with CBRNE field exercises are the following:
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Citizen Evacuation and Shelter-In-Place
Communications
Community Preparedness and Participation
Critical Infrastructure Protection
Emergency Operations Center Management
Emergency Public Information and Warning
Fatality Management
Firefighting Operations and Support
Mass Care
Onsite Incident Management
Structural Damage Assessment
Triage and Pre-Hospital Treatment
Search and Rescue (Land-Based)
Volunteer and Donations Management
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Said activities and the content of their associated documents will enrich the content of the provided
documentation. Such an attempt will be performed to a minimal degree with the aim of avoiding to extremely
increase the number of resulting questions, which will pose extra burden on the respondents’ side and,
subsequently, diminish the validity of their responds. However, said documents provide a valuable reference
point for the evaluator(s), when dealing the task of drafting the exercise’s final report. What is more, said
material can be prove valuable to the process of drafting proposals for better procedures, methods, and plans
for managing emergencies. To this end, Annexes I to IV includes the original material for four indicative
activities, which are deemed closer to the QROC civil protection exercise. These activities include those of: a)
Citizen Evacuation and Shelter-In-Place, b) Firefighting Operations and Support, and c) Search and Rescue
(Land-Based).
DG ECHO funded project conducting CBRNE field exercises and the guidelines for evaluation drafted by EU
officers have been also taken into consideration.

9.4 Towards a lessons-learnt base
As already stated, the sole execution of a CBRNE civil protection exercise without an adequate recording of
experiences and relevant performances is almost without, except for the participants of the exercise (UCPM,
2019). The recording of said experiences and performances facilitates the creation of a lessons-learnt
(data)base, which will, in turn, make it feasible to conclude to recommendations and proposal for better
processes, procedures, methods, and plans for managing emergencies.
Levitt and March (1988) suggest that organizational learning is a process of incorporating historical inferences
(based on evidence, speculation, and circumstances) into routines that guide organizational behaviour. The
processes involved in organizational learning are connected to the direct and indirect (from other
organizations) experiences and the interpretation of these experiences, the ability of organizations to create
a collective memory and readily access this archive, and the capacity of an organization to create and support
a culture of learning. Figure 3 includes the fundamental components of this process. Depending on whether
learning experiences lead only to a modification of routine, or to more profound changes in the goals and
parameters of an organization, one can differentiate between single-loop learning and double-loop learning.
Both forms of learning can be explicit (e.g., standard operating procedures, incident reporting systems, etc.)
or tacit, primarily through changes in the organizational culture (Argyris & Schön 1997).
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Figure 16: Fundamental components of a learning process [Adapted from: Prior & Roth, 2016]

Within the context of crisis & emergency management as well as of civil protection in general, learning is a key
mechanism that can prevent or reduce the impacts of future events, and permit an organization to adapt to
dynamic contexts (Attorney General’s Department 2013, Carmeli & Schaubroeck 2008, Corbacioglu & Kapucu
2006). The value of learning for adaptive approaches to civil protection lies in the ability to recognize that
different crisis or disaster situations should be addressed using different approaches, or at the very least, that
some flexibility in the structural nature of response is important (Prior & Roth, 2016).
Roth and Prior (2016) suggest that although real disasters can never be fully simulated, from the perspective
of organizational learning, there is no fundamental difference between disaster exercises and real disaster
events. In fact, whether simulated or real, both types of events provide the chance to identify what the
strengths and weaknesses of existing structures and processes are, offering a first step toward improvement.
Moreover, the same authors suggest that While learning based on daily routine might be sufficient in fields
where processes and challenges are frequent and similar, for all other conditions’ exercises are irreplaceable
for testing civil protection mechanisms.
Figure 17 illustrates the relationship between the cycle of continuous organizational improvement in an
emergency management organization, and the process of exercise management as established by the
Australian Institute of Emergency Management (Prior & Roth, 2016). While the incident loop of the cycle can
be brought into action relatively regularly, the exercise can be substituted more frequently to ensure that the
organization can test and manage emergency operations and processes in a controlled situation. This means
that if a civil protection organization is well trained and well structured, it will be in position to switch
seamlessly between regular exercise cycles and a real incident without procedural or operational disruption.
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Figure 17: The relationship between continuous improvement and exercise management within the field of Civil
Protection [Source: Prior & Roth, 2016]

A critical aspect that guarantees that all the experiences of a civil protection exercise will be tracked and be
available, in order for the participants to derive to conclusions and create new knowledge, skills, and
capacities, taking jointly into account revealed strengths and weaknesses is the appropriate drafting of a postexercise report. AEMI (2012) suggests that a post-exercise report should include a description of the exercise
itself, a narrative of key events, a summary addressing the attainment of the exercise aim, objectives and
standards, key observations and possible treatment options.
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10 Conclusions
QROC training manual builds on partners’ experience from other projects, exercises and real events
management on the framework within which such a manual would be helpful for covering present and future
needs. Being complementary to QROC training platform that is a constantly evolving tool, training manual
aims for the future. CBRNE events vary from simple to complex ones and engage all kind of authorities,
stakeholders and entities from public and private sectors, as well as communities and general public. A CBRNE
event can be triggered by other natural and technological events –a big earthquake or an extreme wild firethat can affect critical infrastructures and companies leading to CBRNE events of high complexity. In QROC
project we attempt a smooth introduction of law enforcements agencies personnel of national operational
centers to multiagency cooperation (within the country and at cross border) in case of CBRNE events.
However, EU directions are for multiagency cooperation, especially at extreme events. Moreover, many EU
countries launch economic initiatives at their cross-border areas, providing special financial and other
incentives to attract large companies (including chemical ones) to boost development an economic growth.
For example, France and Germany work on such special cross border economic zones near Strasburg. Such
areas can also be target of terrorists who depend on the gaps existing in cross border cooperation between
EU countries.
As QROC 1st table top exercise showed, even simple scenarios create difficulties in cooperation even between
Law enforcement agencies that we can assume they have similar missions and culture throughout Europe. The
proposed training manual provides – as much as possible- a more holistic view of its exploitation as part of an
ongoing learning process and with emphasis on cross border cooperation, considering law enforcement
agencies an indispensable part of emergencies’ management forces. Better understanding of CBRNE events
nature and complexity by LEAs’ staff will optimize the whole prevention, preparedness and management of
such events which is the ultimate target. Therefore, we consider essential planning and conduction of table
top and field exercises based on realistic –yet complex- scenarios that will show the actual weaknesses and
challenges for LEAs’ staff in the big picture of CBRNE events. QROC provides guidelines on that direction and
at 2nd stage an integration with National Civil Protection Authorities and European CBRNE centers of excellence
is considered necessary. Depending on findings of QROC and other exercises, different manuals may be
considered essential, focusing on specific issues where gaps remain (such as communication, or legislation
etc). Moreover, it seems that the lack of specific CBRNE cross border prevention, preparedness and
management plans, followed by cross border standard operating procedures is a problem that must be solved
in the next few years to provide the ground for optimum exploitation of LEAs (and other agencies) experiences
and technologies. The handbook elaborated from the project https://www.bullseyeproject.eu/ is a very good
example of an elaborated standard operating procedure for Operational Centers.
In a rapidly changing and increasingly challenging global environment, the importance of
maintaining international cooperation in countering CBRNE threats has never been more crucial. The
successful management of any form of cross-border hazard – be it biological, chemical, nuclear or otherwise
– relies on targeted, sustained and collaborative action, as challenges can go beyond national borders. Recent
CBRNE events and attacks in Europe confirmed that conclusion and re-emergence of epidemic diseases.
COVID19 situation underlined further those findings that must be made common ground for all civil protection
related authorities.
The challenge in any crisis situation and especially CBRNE complex events is to ensure that those personnel
operating on the frontline of emergency response are sufficiently trained and equipped to handle what can
often be complex, highly charged and in many cases unprecedented emergency situations. When planning
exercises for diverse CBRNE or HAZMAT threats, a key priority is to develop relevant scenarios that facilitate
optimum readiness, maintain maximum levels of safety and present minimal regulatory burden. Hands-on
training exercises using simulators to enable civilian CBRNE practitioners to test their technical knowledge in
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a manner that is realistic, cost-effective and safe are quite often, however field exercises are indispensable for
actually testing progress in joint cross border cooperation in managing CBRNE complex events.
(Virtual) Classroom learning will always continue to provide value in helping build theoretical understanding
of the science and technology that underpins CBRNE management and here QROC training platform can play
a crucial role. But it is through the provision of realistic training that knowledge and competency can truly be
put to the test. Here the present manual provides and introductory step –complementary to training platformas a lead in stage for table top and field exercises. As the events of COVID-19 pandemic have demonstrated,
the consequences of CBRNE emergencies can stretch national capabilities to their very limits. While
responsibility for first response remains with individual nations, there is also much to be gained from countries
working together, combining their resources and developing common frameworks in order to mitigate against
the effects of future global threats.
The QROC process for scenarios ‘development, the 1st table top exercise, as well as the analysis of past events
and training materials and events (including CBRNE related exercises) revealed an existing gap in linking
analysis of CBRNE events and exercise with CBRN strategies and action plans. The situation is not better in
mapping all stakeholders that are engaged in such events management. Rareness of CBRNE events led us to
focus and analyse also scenarios that have been developed for table top / on field exercises or for risk
assessment studies, however the situation remained problematic, that needs further considerations. That
remark refers both to events that call for interagency cooperation and to events where focus was on the
activities conducted be LEAs.
CBRNE events are complex and beside LEAs, civil protection and health sector services may be involved. Such
events must be included in a national policy of all risks analysis, prevention/mitigation, preparedness,
management and recovery. Links with scientific and technological innovations are not evident neither at
national documents, nor do they exist updated links with CBRN capacities and capabilities. This is found in
other actions of QROC; however, training manual cannot cover all aspects such as technology forecast and
exploitation, innovation diffusion to LEAs and other agencies dealing with CBRNE events etc. However, it is for
the benefit of LEAs staff to understand the needed integration of activities that will make LEAs and
indispensable and qualified partner in managing complex CBRNE events, enriching their experience with other
capabilities.
Even though all countries have either a national action plan for CBRNE emergency management, or an
equivalent document, knowledge of it does not diffuse equally to LEAs staff as those of civil protection
authorities or fire brigade. In the latter case, it is common that emergency management measures related to
CBRNE incidents are integrated into the overall national disaster risk reduction plan. The reasons may include
the fact that the national plan mainly names the authorities with the highest mandate, those responsible for
overall coordination, whereas at specific stages tasks may be delegated to authorities with a more restricted
mandate. Additionally, a further split may occur based on administrative territory division (local, regional,
national) – an element that is implicit in emergency management as it involves first, second and a further line
of responders as well as strategic coordinating authorities. This shows another layer of complexity and
indicates that in order to uncover the full constellation of authorities that may participate in CBRNE emergency
management, further concretization of possible emergency situations may be needed, based on real events
or/and realistic scenarios.
Moreover, there is no commonly applied principle when it comes to the differentiation between incidents
according to the CBRNE agent involved and depending on their accidental or intentional character. Such
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distinction is not clearly defined in national legislation and that an intentional incident would be treated as a
terrorist act (under separate legislation). However, where the aforementioned distinctions are used, the
intentional-accidental dichotomy is the most relevant when it comes to differences in responsibility between
civil protection authorities and law enforcement authorities. Furthermore, there is greater variation in the
case of accidental incidents in terms of authorities responsible depending on the agent involved than for
intentional ones. It may be anticipated that should a definition of intentional incidents with CBRNE agents
involved be further developed beyond what is understood as a terrorist act, further authorities that have
responsibilities in emergency management of such incidents will be uncovered. This in turn may reveal other
possibilities for collaboration and links between the sectors of civil protection and law enforcement.
There is no uniform approach to how countries align the full-circle emergency management principle with the
distribution of responsibilities among different authorities and across incidents involving different CBRNE
agents. One of the models applied is that if an authority has responsibilities for incidents within the area
related to a specific CBRNE agent or agents, it remains responsible throughout the full emergency
management cycle (prevention-preparedness-response-recovery). Another model that could be identified is
one in which the aforementioned principle is preserved to some extent, but at the same time the different
stages of the emergency management cycle are kept apart. This is quite common for such stages as threat
detection, awareness raising, response or recovery and means that at these stages, responsibilities may be
acquired by institutions that were not present at other stages.
There is no uniform principle of delegating responsibilities depending on the CBRNE agent involved in an
incident. However, the relevant countries exhibit greatest similarities when it comes to incidents that involve
B agents, as well as those involving R/N agents. The latter, especially those incidents that are accidental in
nature, mostly involve specialized institutions such as Radiation and Nuclear Safety authorities. Management
of incidents involving B agents (whether accidental or intentional) commonly requires participation of health
care units, authorities responsible for preparedness to and control of health threats (incl. communicable
diseases), as well as equivalents of units responsible for food safety. The presence of civil protection and law
enforcement authorities in incidents that include B, R/N agents varies across countries, ranging from lack of
allotted responsibilities to having some responsibilities. The latter is more common for intentional incidents
than for accidental incidents. The greatest similarities between the countries as to the delegation of
responsibilities depending on the agent involved, are to be found with incidents involving C and E agents.
These areas exhibit the highest involvement of civil protection and law enforcement authorities. It was noted
in several responses that emergency management plans are often considered an organizational obligation of
a given authority and therefore it can be taken that each of them has their own responsibilities in case of an
emergency. Thus, it becomes challenging to establish the responsibilities of particular authorities in case of
emergency without making reference to a specific situation.
To conclude, the issues to be covered partially by a CBRNE training manual are endless. In present manual we
presented the framework within which LEAs (will) operate in CBRNE complex events, especially those of cross
border dimension. No need to say that use of manual(s) is complementary to training platforms, table top,
simulation and field exercises, especially those joint ones with other agencies. Training process must be
enhanced by innovations and modern technologies that will lead to more efficient and effective operations,
tested in exercises and real events, evaluation and the process goes on. QROC focused on a limited part of
these huge spectrum of activities but it highlights the whole range of them for future use.
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